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Components and configuration of the
Katzenpost mixnet

This section of the Katzenpost technical documentation provides an introduction to the software com-
ponents that make up Katzenpost and guidance on how to configure each component. The intended
reader is a system administrator who wants to implement aworking, production Katzenpost network.

For information about the theory and design of this software, see Introducing Katzenpost, a modern
mixnet [https://katzenpost.network/docs/admin_guide/introduction.html]. For a quickly deployable,
non-production test network (primarily for use by developers), Using the Katzenpost Docker test net-
work [https://katzenpost.network/docs/admin_guide/docker.html].

Understanding the Katzenpost components

The core of Katzenpost consists of two program executables, dirauth and server. Running the dirauth
commmand runs a directory authority node, or dirauth, that functions as part of the mixnet's pub-
lic-key infrastructure (PK1). Running the server runs either a mix node, a gateway node, or a service
node, depending on the configuration. Configuration settings are provided in an associated kat zen-
post-authority.tom orkatzenpost.tonl filerespectively.

In addition to the server components, K atzenpost a so supports connectionsto client applications host-
ed externally to the mix network and communicating with it through gateway nodes.

A model mix network is shown in Figure 1.
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Figure 1. The pictured element types correspond to discrete client and server
programsthat Katzenpost requiresto function.
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Themix network containsan n-layer topology of mix-nodes, with three nodesper layer in thisexample.
Sphinx packets traverse the network in one direction only. The gateway nodes allow clientsto interact
with the mix network. The service nodes provide mix network services that mix network clients can
interact with. All messages sent by clients are handed to a connector daemon hosted on the client
system, passed across the Internet to a gateway, and then relayed to a service node by way of the
nine mix nodes. The service node sendsits reply back across the mix-node layersto a gateway, which
transmits it across the Internet to be received by the targeted client. The mix, gateway, and service
nodes send mix descriptors to the dirauths and retrieve a consensus document from them, described
below.
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In addition to the server components, Katzenpost supports connections to client applications hosted
externally to the mix network and communicating with it through gateway nodes and, in some cases,
aclient connector.

Directory authorities (dirauths)

Dirauths compose the decentralized public key infrastructure (PK1) that serves as the root of security
for the entire mix network. Clients, mix nodes, gateways nodes, and service nodes rely on the PK1/
dirauth system to maintain and sign an up-to-date consensus document, providing a view of the net-
work including connection information and public cryptographic key materials and signatures.

Every 20 minutes (the current value for an epoch), each mix, gateway, and service node signs a mix
descriptor and uploads it to the dirauths. The dirauths then vote on a new consensus document. If
consensus is reached, each dirauth signs the document. Clients and nodes download the document as
needed and verify the signatures. Consensus fails when 1/2 + 1 nodes fail, which yields greater fault
tolerance than, for example, Byzantine Fault Tolerance, which failswhen 1/3 + 1 of the nodes fail.

The PKI signature schemeisfully configurable by the dirauths. Our recommendationisto useahybrid
signature scheme consisting of classical Ed25519 and the post-quantum, stateless, hash-based signa-
ture scheme known as Sphincs+ (with the parameters:. " sphincs-shake-256f"), which is designated in
Katzenpost configurations as "Ed25519 Sphincs+". Examples are provided below.

Mix nodes

The mix nodeis the fundamental building block of the mix network.

Katzenpost mix nodes are arranged in a layered topology to achieve the best levels of anonymity and
ease of analysis while being flexible enough to scale with traffic demands.

Gateway nodes

Gateway nodes provide external client access to the mix network. Because gateways are uniquely
positioned to identify clients, they are designed to have as little information about client behavior
as possible. Gateways are randomly selected and have no persistent relationship with clients and no
knowledge of whether a client's packets are decoys or not. When client traffic through a gateway is
slow, the node additionally generates decoy traffic.

Service nodes

Service nodes provide functionality requested by clients. They are logically positioned at the deep-
est point of the mix network, with incoming queries and outgoing replies both needing to traverse
al n layers of mix nodes. A service node's functionality may involve storing messages, publishing
information outside of the mixnet, interfacing with a blockchain node, and so on. Service nodes also
process decoy packets.

Clients

Client applications should be designed so that the following conditions are met:

» Separate service requests from a client are unlinkable. Repeating the same request may be lead to
linkability.
* Service nodes and clients have no persistent relationship.

 Cleints generate a stream of packets addressed to random or pseudorandom services regardless of
whether areal service request is being made. Most of these packets will be decoy traffic.

 Traffic from aclient to a service node must be correctly coupled with decoy traffic. This can mean
that the service node is chosen independently from traffic history, or that the transmitted packet
replaces a decoy packet that was meant to go to the desired service.
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Katzenpost currently includes several client applications. All applications make extensive use of
Sphinx single-use reply blocks (SURBS), which enable service nodes to send replies without know-
ing the location of the client. Newer clients require a connection through the client connector, which
provides multiplexing and privilege separation with a consequent reduction in processing overhead.
These clients also implement the Pigeonhole storage and BACAP protocols detailed in Place-holder
for research paper link.

The following client applications are available.

Table 1. Katzenpost clients

Name Needs connector Description Code

Ping

no

The mix network equiv-
adent of an ICMP ping
utility, used for network
testing.

GitHub: ping [https./
github.com/
katzenpost/katzen-
post/tree/main/ping]

Katzen

no

A text chat client with
file-transfer support.

GitHub: katzen [https.//
github.com/
katzenpost/katzen]

Status

yes

An HTML page con-
taining status informa

GitHub: status [https:/
github.com/

tion about the mix net- | katzenpost/status]
work.

An HTML page with|GitHub: worldmap
a world map showing|[https://github.com/
geographic locations of | katzenpost/worldmap]
mix network nodes.

Worldmap yes

Configuring Katzenpost

This section documents the configuration parameters for each type of Katzenpost server node. Each
node has its own configuration filein TOML [https://toml.io/en/v1.0.0] format.

Configuring directory authorities

The following configuration is drawn from the reference implementation in kat zenpost / dock-
er/dirauth_m xnet/authl/authority.ton . In a rea-world mixnet, the component
hosts would not be sharing a single |P address. For more information about the test mixnet, see Us-
ing the Katzenpost Docker test network [https://katzenpost.networ k/docs/admin_guide/dock-
er.html].

Table 2. Directory authority (dirauth) configuration sections

Dirauth: Server section

Dirauth: Aut hori ti es section

Dirauth: Logging section

Dirauth: Parameters section

Dirauth: Debug section
Dirauth: Mixes sections
Dirauth: GatewayNodes section

Dirauth: ServiceNodes sections

Dirauth: Topology section

Dirauth: SphinxGeometry section
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Dirauth: Server section
The Ser ver section configures mandatory basic parameters for each directory authority.

[ Server]
Identifier = "authl"
W r eKEMSchene = "xwi ng"
PKI Si gnat ur eSchenme = "Ed25519 Sphi ncs+"
Addresses = ["tcp://127.0.0.1:30001"]
DataDir = "/dirauth_m xnet/authl"

* |dentifier

Specifies the human-readable identifier for a node, and must be unique per mixnet. The identifier
can be an FQDN but does not have to be.

Type: string
Required: Yes

* WireKEM Scheme
Specifies the key encapsulation mechanism (KEM) scheme for the PQ Noise [https.//eprint.i-
acr.org/2022/539]-based wire protocol (link layer) that nodes use to communicate with each other.
PQ Noiseisa post-quantum variation of the Noise protocol framework [https://noiseprotocol.org/],
which algebraically transforms ECDH handshake patterns into KEM encapsul ate/decapsul ate op-

erations.

This configuration option supports the optional use of hybrid post-quantum cryptography to
strengthen security. The following KEM schemes are supported:

+ Classical: "x25519", "x448"
5 Note

X25519 and X448 are actually non-interactive key-exchanges (NIKES), not KEMs. Katzen-
post uses a hashed ElGamal cryptographic construction to convert them from NIKES to

KEMs.
e Post-quantum:  "mlkem768","sntrup4591761",  "frodo640shake’,  "mceliece348864",
"mceliece348864f", "mceliece460896", "mcelieced60896f", "mceliece6688128",
"mceliece6688128f",  "mceliece6960119",  "mceliece6960119f",  "mceliece8192128",

"mceliece8192128f", "CTIDH511", "CTIDH512", "CTIDH1024", "CTIDH2048",

e Hybrid post-quantum: "xwing", "Kyber768-X25519", "MLKEM768-X25519", "MLKEM 768-
X448",  "FrodoKEM-640-SHAKE-X448",  "sntrup4591761-X448",  "mceliece348864-
X25519", "mceliece348864f-X25519", "mcelieced60896-X25519",  "mceliece460896f-
X25519", "mceliece6688128-X25519", "mceliece6688128f-X25519", "mceliece6960119-
X25519", "mceliece6960119f-X25519", "mceliece8192128-X25519", "mceliece8192128f-
X25519", "CTIDH512-X25519", "CTIDH512-X 25519"

Type: string
Required: Yes
» PKISignatureScheme
Specifies the cryptographic signature scheme which will be used by al components of the mix

network when interacting with the PKI system. Mix nodes sign their descriptors using this signature
scheme, and dirauth nodes similarly sign PK1 documents using the same scheme.

7
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The following signature schemes are supported: "ed25519", "ed448", "Ed25519 Sphincs+",
"Ed448-Sphincs+", "Ed25519-Dilithium2", "Ed448-Dilithium3"

Type: string
Required: Yes
» Addresses

Specifies a list of one or more address URLs in a format that contains the transport protocol, 1P
address, and port number that the node will bind to for incoming connections. Katzenpost sup-
ports URL s with that start with either "tcp://" or "quic://" such as. ["tcp://192.168.1.1:30001"] and
["quic://192.168.1.1:40001"].

Type: []string
Required: Yes
« DataDir

Specifiesthe absolute path to anode's state directory. Thisiswhere per si st ence. db iswritten
to disk and where a node stores its cryptographic key materials when started with the "-g" com-
mand-line option.

Type: string

Required: Yes

Dirauth: Aut hori ti es section

AnAut hori ti es sectionisconfigured for each peer authority. We recommend using TOML 'sstyle
[https://quickref.me/toml.html] for multi-line quotations for key materials.

[[Authorities]]
Identifier = "authl"
I dentityPublickKey = """
----- BEA N ED25519 PUBLI C KEY--- - -
dYpXpbozj Ff ghR452C2q97 SO0s XMANdHaEdXr P42CJk=
----- END ED25519 PUBLI C KEY-----

PKI Si gnat ur eSchene = "Ed25519"

Li nkPubl i cKey = """
----- BEG N XW NG PUBLI C KEY- - - - -
00BPYNdNT wnxXmvnl j PA2nGbgWjur f HhbY87DMVRY2t bMeZpi nJ5BI Si | ecpr nnm
QxcS90361 S62SVM OUkw+XEZGW c 9WJ qHpgEgVIRAs 1PCR8cUAAMBQ YLW / | kf
SPKDCt Z3G Sl OzMuagl 02t ar | PEV1AY7r 9BOx XOgSKMk Gy Bk Cf wl1VBZf 46 MVR6NL

gHt NyQInXski 52003JpZRI hRA0OpFChAAC MMAZDpMIVox| cdR6WAASI Bi SceeJBgY
Yp9PI ChCi nx9anB9Tr dLoLCdTHB6oowt 8t ssS3PCpl OxaS| guyeym sBhkUr nXOgN
| dM DsvvcIKUf E4l 0+c+XQ==
----- END XW NG PUBLI C KEY- - - - -

W r eKEMSchene = "xw ng"

Addresses = ["tcp://127.0.0.1:30001"]

 |dentifier

Specifiesthe human-readableidentifier for the nodewhich must be unique per mixnet. Theidentifier
can be an FQDN but does not have to be.



https://quickref.me/toml.html
https://quickref.me/toml.html

Components and configura-
tion of the Katzenpost mixnet

Type: string

Required: Yes

IdentityPublicK ey

String containing the node's public identity key in PEM format. | dent i t yPubl i cKey isthe
node's permanent identifier and is used to verify cryptographic signatures produced by its private
identity key.

Type: string

Required: Yes

PKSignatureScheme

Specifies the cryptographic signature scheme used by al directory authority nodes. PKI Si gna-
t ur eSchene must match the scheme specified in the Ser ver section of the configuration.

Type: string
Required: Yes
LinkPublicK ey

String containing the peer's public link-layer key in PEM format. Li nkPubl i cKey must match
the specified W r eKEMScherre.

Type: string

Required: Yes

WireKEM Scheme

Specifies the key encapsulation mechanism (KEM) scheme for the PQ Noise [https://eprint.i-
acr.org/2022/539]-based wire protocol (link layer) that nodes use to communicate with each other.
PQ Noiseisa post-quantum variation of the Noise protocol framework [https://noiseprotocol.org/],

which algebraically transforms ECDH handshake patterns into KEM encapsul ate/decapsul ate op-
erations.

This configuration option supports the optional use of hybrid post-quantum cryptography to
strengthen security. The following KEM schemes are supported:

¢ Classical: "x25519", "x448"

X25519 and X448 are actually non-interactive key-exchanges (NIKEs), not KEMs. Katzen-
post uses a hashed ElGamal cryptographic construction to convert them from NIKES to

KEMs.
e Post-qguantum:  "mlkem768","sntrup4591761",  "frodo640shake”,  "mceliece348864",
"mceliece348864f", "mceliece460896", "mceliece460896f", "mceliece6688128",
"meeliece6688128f",  "mceliece6960119",  "mceliece6960119f",  "mceliece8192128",

"mceeliece8192128f", "CTIDH511", "CTIDH512", "CTIDH1024", "CTIDH2048",

e Hybrid post-quantum: "xwing", "Kyber768-X25519", "MLKEM768-X25519", "MLKEM 768-
X448',  "FrodoKEM-640-SHAKE-X448",  "sntrup4591761-X448", "mceliece348864-
X25519",  "mceliece348864f-X25519", "mcelieced60896-X25519",  "mcelieced60896f-
X25519", "mceliece6688128-X25519", "mceliece6688128f-X25519", "mceliece6960119-

9
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X25519", "mceliece6960119f-X25519", “mceliece8192128-X25519", “mceliece8192128f-
X25519", "CTIDH512-X25519", "CTIDH512-X25519"

Type: string
Required: Yes
e Addresses

Specifies a list of one or more address URLs in a format that contains the transport protocol, 1P
address, and port humber that the node will bind to for incoming connections. Katzenpost sup-
ports URL s with that start with either "tcp://" or "quic://" such as: ["tcp://192.168.1.1:30001"] and
["quic://192.168.1.1:40001"].

Type: []string
Required: Yes

Dirauth: Logging section

The Loggi ng configuration section controls logging behavior across Katzenpost.

[ Loggi ng]
Di sable = fal se
File = "katzenpost.| og"
Level = "I NFO'

» Disable

If true, logging is disabled.
Type: bool
Required: No
» File
Specifiesthe log file. If omitted, st dout isused.

An absolute or relative file path can be specified. A relative path isrelative to the DataDir specified
inthe Ser ver section of the configuration.

Type: string
Required: No
* Levd
Supported logging level values are ERROR | WARNING | NOTICE |INFO | DEBUG.
Type: string
Required: No
@ Warning

The DEBUG log level is unsafe for production use.

Dirauth: Parameters section

The Par amet er s section contains the network parameters.

10
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[ Par anet er s]
SendRat ePer M nute = 0
Mu = 0. 005
MuMaxDel ay = 1000
LanmbdaP = 0.001
LambdaPMaxDel ay = 1000
LambdaL = 0. 0005
LambdalLMaxDel ay = 1000
LambdaD = 0. 0005
LanbdaDvaxDel ay = 3000
LambdaM = 0. 0005
LanbdaG = 0.0
LanbdaMvaxDel ay
LanbdaGvaxDel ay

100
100

» SendRatePerMinute

Specifies the maximum allowed rate of packets per client per gateway node. Rate limiting is done
on the gateway nodes.

Type: uinté4
Required: Yes
e Mu

Specifiesthe inverse of the mean of the exponential distribution from which the Sphinx packet per-
hop mixing delay will be sampled.

Type: float64
Required: Yes
* MuMaxDelay
Specifies the maximum Sphinx packet per-hop mixing delay in milliseconds.
Type: uinté4
Required: Yes
* LambdaP
Specifies the inverse of the mean of the exponential distribution that clients sample to determine
the time interval between sending messages, whether actual messages from the FIFO egress queue
or decoy messagesiif the queue is empty.
Type: float64
Required: Yes
e LambdaPM axDelay
Specifies the maximum send delay interval for LambdaP in milliseconds.
Type: uinté4
Required: Yes

e LambdaL

11
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Specifies the inverse of the mean of the exponential distribution that clients sample to determine
the delay interval between loop decoys.

Type: float64

Required: Yes

LambdalL M axDelay

Specifies the maximum send delay interval for Lambdal in milliseconds.
Type: uint64

Required: Yes

LambdaD

LambdaD isthe inverse of the mean of the exponentia distribution that clients sample to determine
the delay interval between decoy drop messages.

Type: float64

Required: Yes

LambdaDM axDelay

Specifies the maximum send interval in for LambdaD in milliseconds.
Type: uint64

Required: Yes

LambdaM

LambdaM is the inverse of the mean of the exponential distribution that mix nodes sample to de-
termine the delay between mix loop decoys.

Type: float64
Required: Yes
LambdaG

LambdaG istheinverse of the mean of the exponential distribution that gateway nodesto select the
delay between gateway node decoys.

@ Warning

Do not set this value manually in the TOML configuration file. The field is used internally by
the dirauth server state machine.

Type: float64

Required: Yes

LambdaM M axDelay

Specifies the maximum delay for LambdaM in milliseconds.
Type: uinté4

Required: Yes

12
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e LambdaGM axDelay
Specifies the maximum delay for LambdaG in milliseconds.
Type: uinté4
Required: Yes
Dirauth: Debug section
[ Debug]
Layers = 3
M nNodesPer Layer = 1
GenerateOnly = fal se
* Layers
Specifies the number of non-service-provider layers in the network topology.
Type: int
Required: Yes
e MinNodesr PerLayer
Specifies the minimum number of nodes per layer required to form avalid consensus document.
Type: int
Required: Yes
* GenerateOnly
If true, the server halts and cleans up the data directory immediately after long-term key generation.
Type: bool
Required: No
Dirauth: Mixes sections
The M xes configuration sections list mix nodes that are known to the authority.
[[Mxes]]

Identifier = "mx1"
I dentit yPubl i cKeyPem

"../mxl/identity. public.pent

[[M xes]]

Identifier = "m x2"

I dentityPublicKeyPem = "../m x2/identity.public.pent
[[M xes]]

Identifier = "m x3"

"../mx3/identity. public. pent

I dentit yPubl i cKeyPem
* |dentifier

Specifies the human-readable identifier for a mix node, and must be unique per mixnet. The iden-
tifier can be an FQDN but does not have to be.

Type: string

13
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Required: Yes
* ldentityPublicK eyPem

Path and file name of a mix node's public identity signing key, also known as the identity key, in
PEM format.

Type: string
Required: Yes
Dirauth: GatewayNodes section
The Gat ewayNodes sectionslist gateway nodes that are known to the authority.
[ [ Gat ewayNodes] ]

Identifier = "gatewayl"
I dentityPublicKeyPem = "../gatewayl/identity.public.pent
* |dentifier

Specifies the human-readable identifier for a gateway node, and must be unique per mixnet. Iden-
tifier can be an FQDN but does not have to be.

Type: string
Required: Yes
* |dentityPublicKk eyPem

Path and file name of a gateway node's public identity signing key, also known as the identity key,
in PEM format.

Type: string
Required: Yes
Dirauth: ServiceNodes sections

The Ser vi ceNodes sectionslist service nodes that are known to the authority.

[[ Servi ceNodes] ]

Identifier = "servi cenodel”
I dentityPublicKeyPem = "../servicenodel/identity. public. pent
 Identifier

Specifiesthe human-readableidentifier for aservice node, and must be unique per mixnet. Identifier
can be an FQDN but does not have to be.

Type: string
Required: Yes
* |dentityPublicKk eyPem

Path and file name of a service node's public identity signing key, also known as the identity key,
in PEM format.

Type: string
Required: Yes

14
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Dirauth: Topology section
The Topol ogy section defines the layers of the mix network and the mix nodesin each layer.
[ Topol ogy]

[[ Topol ogy. Layers] ]

[[ Topol ogy. Layers. Nodes] ]
Identifier = "mx1"
I dentityPublicKeyPem = "../m x1/identity.public.pent

[[ Topol ogy. Layers] ]

[[ Topol ogy. Layers. Nodes] ]
Identifier = "mx2"
I dentityPublicKeyPem = "../m x2/identity.public.pent

[[ Topol ogy. Layers] ]

[[ Topol ogy. Layers. Nodes] ]
Identifier = "m x3"
I dentityPublicKeyPem = "../m x3/identity.public.pent

e |dentifier

Specifies the human-readable identifier for a node, and must be unique per mixnet. The identifier

can be an FQDN but does not have to be.
Type: string
 ldentityPublicKk eyPem

Path and file name of a mix node's public identity signing key, also known as the identity key, in

PEM format.
Type: string

Required: Yes

Dirauth: SphinxGeometry section

Sphinx isan encrypted nested-packet format designed primarily for mixnets. The original Sphinx paper
[ https://www.freehaven.net/anonbib/cache/DBL P:conf/sp/DanezisG09.pdf] described a non-interac-
tive key exchange (NIKE) employing classical encryption. The Katzenpost implementation strongly
emphasizes configurability, supporting key encapsulation mechanisms (KEMs) aswell asNIKEs, and
enabling the use of either classical or hybrid post-quantum cryptography. Hybrid constructions offset
the newness of post-quantum algorithms by offering heavily tested classical algorithms as a fallback.

= Note

Sphinx, the nested-packet format, should not be confused with Sphincs or Sphincs+ [http://sphinc-

s.org/index.html], which are post-quantum signature schemes.
Katzenpost Sphinx also relies on the following classical cryptographic primitives:
* CTR-AES256, a stream cipher
 HMAC-SHA256, a message authentication code (MAC) function
» HKDF-SHA256, akey derivation function (KDF)
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» AEZvV5, astrong pseudorandom permutation (SPRP)

All dirauths must be configured to use the same Sphi nxGeormet r y parameters. Any geometry not
advertised by the PK1 document will fail. Each dirauth publishes the hash of its Sphi nxGeonet ry
parameters in the PKI document for validation by its peer dirauths.

The Sphi nxGeonet r y section defines parameters for the Sphinx encrypted nested-packet format
used internally by Katzenpost.

@ Warning

Thevauesinthe Sphi nxGeonet ry configuration section must be programmatically generated
by gensphinx. Many of the parameters are interdependent and cannot be individually modified.
Do not modify the these values by hand.

The settings in this section are generated by the gensphinx utility, which computes the Sphinx geom-
etry based on the following user-supplied directives:

» The number of mix node layers (not counting gateway and service nodes)
» Thelength of the application-usable packet payload
» The selected NIKE or KEM scheme

The output in TOML should then be pasted unchanged into the node's configuration file, as shown
below. For more information, see Appendix: Using gensphinx [https://katzenpost.network/docs/ad-
min_guide/gensphinx.html].

[ Sphi nxCGeonret ry]
Packet Lengt h = 3082
NrHops = 5
Header Length = 476
Rout i ngl nfoLength = 410
Per HopRout i ngl nf oLength = 82
SURBLength = 572
Sphi nxPl ai nt ext Header Length = 2
Payl oadTagLength = 32
For war dPayl oadLengt h = 2574
User For war dPayl oadLengt h = 2000
Next NodeHopLength = 65
SPRPKeyMat eri al Length = 64
NI KENanme = "x25519"
KEMNanme = ""

e PacketL ength
The length of a Sphinx packet in bytes.
Type: int
Required: Yes

* NrHops

The number of hops a Sphinx packet takes through the mixnet. Because packet headers hold desti-
nation information for each hop, the size of the header increases linearly with the number of hops.

Type: int
Required: Yes
» HeaderLength

16


https://katzenpost.network/docs/admin_guide/gensphinx.html
https://katzenpost.network/docs/admin_guide/gensphinx.html
https://katzenpost.network/docs/admin_guide/gensphinx.html

Components and configura-
tion of the Katzenpost mixnet

Thetotal length of the Sphinx packet header in bytes.
Type: int

Required: Yes

Routingl nfoL ength

Thetotal length of the routing information portion of the Sphinx packet header.
Type: int

Required: Yes

PerHopRoutingl nfoL ength

The length of the per-hop routing information in the Sphinx packet header.
Type: int

Required: Yes

SURBL ength

The length of asingle-use reply block (SURB).
Type: int

Required: Yes

SphinxPlaintextHeader L ength

The length of the plaintext Sphinx packet header.
Type: int

Required: Yes

PayloadTagL ength

The length of the payload tag.

Type: int

Required: Yes

Forwar dPayloadL ength

The total size of the payload.

Type: int

Required: Yes

User Forwar dPayloadL ength

The size of the usable payload.

Type: int

Required: Yes

NextNodeHopL ength
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The Next NodeHopLengt h isderived from the largest routing-information block that we expect
to encounter. Other packets have Next NodeHop + NodeDel ay sections, or aReci pi ent sec-
tion, both of which are shorter.

Type: int
Required: Yes
» SPRPKeyMaterialLength
The length of the strong pseudo-random permutation (SPRP) key.
Type: int
Required: Yes
* NIKEName
The name of the non-interactive key exchange (NIKE) scheme used by Sphinx packets.
NI KENane and KEMNane are mutually exclusive.
Type: string
Required: Yes
« KEMName
The name of the key encapsulation mechanism (KEM) used by Sphinx packets.
NI KENarne and KEMNane are mutually exclusive.
Type: string
Required: Yes
Configuring mix nodes
The following configuration is drawn from the reference implementation in kat zenpost / dock-
er/dirauth_m xnet/ m x1/ kat zenpost.tonl. In a rea-world mixnet, the component
hosts would not be sharing asingle | P address. For more information about the test mixnet, see Using
the Katzenpost Docker test network [https.//katzenpost.network/docs/admin_guide/docker.html].

Table 3. Mix node configuration sections

Mix node: Server section

Mix node: Logging section

Mix node: PK| section

Mix node: Management section

Mix node: SphinxGeometry section

Mix node: Debug section

Mix node: Server section

The Ser ver section configures mandatory basic parameters for each server node.

[ Server]
Identifier = "mx1"
WreKEM = "xw ng"
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PKI Si gnat ur eScheme = "Ed25519"
Addresses = ["127.0.0. 1: 30008"]

Onl yAdverti seAl t Addresses = fal se
MetricsAddress = "127.0.0.1: 30009"
DataDir = "/dirauth_m xnet/m x1"

| sGat ewayNode = fal se

| sServi ceNode = false

[ Server. Al t Addr esses]

|dentifier

Specifies the human-readable identifier for a node, and must be unique per mixnet. The identifier
can be an FQDN but does not have to be.

Type: string
Required: Yes
WireKEM

WireKEM specifies the key encapsulation mechanism (KEM) scheme for the PQ Noise [https://
eprint.iacr.org/2022/539]-based wire protocol (link layer) that nodes use to communicate with each
other. PQ Noise is a post-quantum variation of the Noise protocol framework [https://noiseproto-
col.org/], which algebraically transforms ECDH handshake patterns into KEM encapsul ate/decap-
sulate operations.

This configuration option supports the optional use of hybrid post-quantum cryptography to
strengthen security. The following KEM schemes are supported:

+ Classical: "x25519", "x448"
= Note

X25519 and X448 are actually non-interactive key-exchanges (NIKEs), not KEMs. Katzen-
post uses a hashed EIGamal cryptographic construction to convert them from NIKESs to

KEMSs.
e Post-quantum:  "mlkem768","sntrup4591761",  "frodo640shake',  "mceliece348864",
"mceliece348864f", "mceliece460896", "mceliece460896f", "mceliece6688128",
"mceliece6688128f", "mceliece6960119", "mceliece6960119f", "mceliece8192128",

"meeliece8192128f", "CTIDH511", "CTIDH512", "CTIDH1024", "CTIDH2048",

* Hybrid post-quantum: "xwing", "Kyber768-X25519", "MLKEM768-X25519", "MLKEM768-
X448',  "FrodoKEM-640-SHAKE-X448",  "sntrupd591761-X448", "mceliece348864-
X25519",  "mceliece348864f-X25519", "mcelieced60896-X25519",  "mcelieced60896f-
X25519", "mceliece6688128-X25519", "mceliece6688128f-X25519", "mceliece6960119-
X25519", "mceliece6960119f-X25519", "mceliece8192128-X25519", "mceliece8192128f-
X25519", "CTIDH512-X25519", "CTIDH512-X25519"

Type: string
Required: Yes
PKISignatureScheme

Specifiesthe cryptographic signature schemethat will be used by all components of the mix network
when interacting with the PK| system. Mix nodes sign their descriptors using this signature scheme,
and dirauth nodes similarly sign PK1 documents using the same scheme.

The following signature schemes are supported:
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» Classical: "ed25519", "ed448"

e Hybrid post-quantum: "Ed25519 Sphincst”, "Ed448-Sphincst+”, "Ed25519-Dilithium2",
"Ed448-Dilithium3"

Type: string
Required: Yes
Addresses

Specifies a list of one or more address URLs in a format that contains the transport protocol, 1P
address, and port number that the server will bind to for incoming connections. Katzenpost sup-
ports URL s with that start with either "tcp://" or "quic://" such as: ["tcp://192.168.1.1:30001"] and
["quic://192.168.1.1:40001"].

Type: []string
Required: Yes
BindAddresses

If true, allows setting of listener addresses that the server will bind to and accept connections on.
These addresses are not advertised in the PKI.

Type: bool

Required: No

MetricsAddress

Specifies the address/port to bind the Prometheus metrics endpoint to.
Type: string

Required: No

DataDir

Specifies the absolute path to anode's state directory. Thisiswhere persistence.db iswritten to disk
and where anode storesits cryptographic key materials when started with the "-g" commmand-line
option.

Type: string

Required: Yes

|sGatewayNode

If true, the server is a gateway node.
Type: bool

Required: No

I sServiceNode

If true, the server isaservice node.
Type: bool

Required: No

20



Components and configura-
tion of the Katzenpost mixnet

Mix node: Logging section

The Loggi ng configuration section controls logging behavior across Katzenpost.

[ Loggi ng]
Di sable = fal se
File = "katzenpost.| og"
Level = "INFO'

» Disable

If true, logging is disabled.
Type: bool
Required: No
* File
Specifiesthe log file. If omitted, st dout is used.

An absolute or relativefile path can be specified. A relative path isrelative to the DataDir specified
inthe Ser ver section of the configuration.

Type: string
Required: No
* Levd
Supported logging level values are ERROR | WARNING | NOTICE |INFO | DEBUG.
Type: string
Required: No
@ Warning

The DEBUG log level is unsafe for production use.

Mix node: PKI section

The PKI section contains the directory authority configuration for a mix, gateway, or service node.

[ PKI]
[ PKI. di raut h]

[[PKI.dirauth. Authorities]]
Identifier = "authl"
I dentityPublicKey = """----- BEA N ED25519 PUBLI C KEY--- - -
t gN6t pOVot HWKKCs zVn2k S7vAZ] QovJj QF3Qz/ Qnhyg=
----- END ED25519 PUBLI C KEY-----

PKI Si gnat ur eSchene = "Ed25519"

Li nkPubl i cKey = """----- BEA N XW NG PUBLI C KEY-- - - -
JnJ8zt QEl j AkKJcpuzvJAdkW Bi n1 5G5d8yoosEQHeGleeBgNPdnRAi t Ubpi QPcd
t NCo9DxuC9l eqrsf wOYpVEAL OCsal nA6QNHDYcuBf ZcQL5MM+t 2TzpBZQYI r SED
hPCKr AG+8GEUl 6akseG371Wxz Et PPEWNCICIG S/ VDFZT7eKr | dl umiNegf i B84sR
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ar Fh/ WKwYJ U +aGBsFYSqCGdzCoMIY4x/ YyFe2zeOMIE] ThQE91yld/ LCQBSh7Ri +
u6PBi 3JU2qz| PEej DKwKOt 5t MNEAkg8i Nr pRTdD hSOgR+ZI N8Z9QKh7Xf 94FWE2
H+r 8Cagl nthgHabr WRDyLg==
----- END XW NG PUBLI C KEY- - - - -

W r eKEMSchene = "xwi ng"

Addresses = ["127.0.0.1: 30001"]

[[PKI.dirauth. Authorities]]

Identifier = "auth2"

I dentityPublicKey = """----- BEG N ED25519 PUBLI C KEY---- -
C51Ty2W.u4C1ETMa29s03bMXV72gnj Jf Tf wLV++LVBI =
----- END ED25519 PUBLI C KEY- - ---

PKI Si gnat ur eSchenme = "Ed25519"

Li nkPubl i cKkey = """----- BEG N XW NG PUBLI C KEY- - - - -
Tt Qkg2XKUnY602FFBaPJ+zpNOTwy 20cwyy Fxh7FNUj aXA9MAJ Xs0vUwFbJc6Bj Yv
f +ol Knl | KFSnmDvcF74UBwW1LFOChugwTNKNx e YKPKhX4Fi enc UoRwkHoYHdt ZdSct z
TKy08qKQy CAccqCRpdo6Zt YXPAU+2rt hj YTOL7Zn+7SHUKCuJC cPnvEY] VcJxt Z

ubJl e5UWANMIbBKOgr 7Kg6ni aEki LODaOt kpB8t KMYTMBdc YyHSXCzpo7UW9sb6LAR
Hkt i TBDt RXvi u2vbw7VRXhkMARK| YZDt Re@sAse04DvmD49zgTplYx YWHwWMFaL 3
37X7/ SNuLdHX4PHZXI WHBQ==
----- END XW NG PUBLI C KEY- - - - -

W r eKEMSchene = "xwi ng"

Addresses = ["127.0.0. 1: 30002"]

[[PKI.dirauth. Authorities]]

Identifier = "auth3"

I dentityPublicKey = """----- BEG N ED25519 PUBLI C KEY---- -
zQuydRYJqg3npeLcglNgl f +SswEKESWFM WNs| 9Z1whQ=
----- END ED25519 PUBLI C KEY- - ---

PKI Si gnat ur eSchenme = "Ed25519"

Li nkPubl i ckey = """
----- BEG N XW NG PUBLI C KEY- - - - -
OYKIFi C53xwZ1VST3j DOt R+c UMSVRSekm gZMCchSj DCPZbKut 8Thbl xt | Uf ¢/ yi
Ugor z4NI v YPMALE 3QPWS2UWY8/ HMAKNGPUI Aevgl2+oV+ QlXaJeCf Y24UekJInSw
TNcdGaFZFSROFoc FcPBBnr K1IM2B8w8e EUKQ s XRDMVBx/ 8aRI ubi f +ve8r SwpgKeh

QdVD3yw7 00S8uPZLORGQFY JbHt VmFPWw a4 G o2gnt AoHUZ2Li JJakpVhhl Syr |
yuzvwwit ZVE W Nb5gAKZCygOaduR3qgd7MPer RF+YopZk30OCRpCO2Yxf UZr Hv398
FZW FKORS8i U52CEUX VpXTA==
----- END XW NG PUBLI C KEY- - - - -

W r eKEMSchene = "xwi ng"

Addresses = ["127.0.0. 1: 30003"]

* |dentifier

Specifies the human-readabl e identifier for anode, which must be unique per mixnet. Theidentifier

can be an FQDN but does not have to be.
Type: string
Required: Yes

 ldentityPublicKey
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String containing the node's public identity key in PEM format. | dent i t yPubl i cKey isthe
node's permanent identifier and is used to verify cryptographic signatures produced by its private
identity key.

Type: string
Required: Yes
» PKISignatureScheme

Specifiesthe cryptographic signature schemethat will be used by all components of the mix network
when interacting with the PK| system. Mix nodes sign their descriptors using this signature scheme,
and dirauth nodes similarly sign PK| documents using the same scheme.

Type: string
Required: Yes
» LinkPublicKey

String containing the peer's public link-layer key in PEM format. Li nkPubl i cKey must match
the specified W r eKEMScherre.

Type: string
Required: Yes
* WireKEM Scheme
The name of the wire protocol key-encapsulation mechanism (KEM) to use.
Type: string
Required: Yes
* Addresses

Specifies a list of one or more address URLSs in a format that contains the transport protocol,
IP address, and port number that the server will bind to for incoming connections. Katzenpost
supports URLs that start with either "tcp://* or "quic://" such as: ["tcp://192.168.1.1:30001"] and
["quic://192.168.1.1:40001"].

Type: []string

Required: Yes
Mix node: Management section
The Managenent section specifies connectivity information for the Katzenpost control protocol
which can be used to make run-time configuration changes. A configuration resembles the following:

[ Managenent ]
Enabl e = fal se
Path = "/dirauth_m xnet/ m x1/ managenent _sock"

* Enable
If true, the management interface is enabled.

Type: bool
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Required: No
» Path

Specifies the path to the management interface socket. If left empty, then managenment _sock is
located in the configuration's defined Dat aDi r >.

Type: string
Required: No

Mix node: SphinxGeometry section

The Sphi nxGeonet ry section defines parameters for the Sphinx encrypted nested-packet format
used internally by Katzenpost.

©® Warning

Thevaluesinthe Sphi nxGeonet r y configuration section must be programmatically generated
by gensphinx. Many of the parameters are interdependent and cannot be individually modified.
Do not modify the these values by hand.

The settings in this section are generated by the gensphinx utility, which computes the Sphinx geom-
etry based on the following user-supplied directives:

» The number of mix node layers (not counting gateway and service nodes)
* Thelength of the application-usable packet payload
* The selected NIKE or KEM scheme

The output in TOML should then be pasted unchanged into the node's configuration file, as shown
below. For more information, see Appendix: Using gensphinx [https://katzenpost.network/docs/ad-
min_guide/gensphinx.html].

[ Sphi nxGeonet ry]
Packet Lengt h
NrHops = 5
Header Length = 476
Routi ngl nfoLength = 410
Per HopRout i ngl nfoLength = 82
SURBLength = 572
Sphi nxPl ai nt ext Header Length = 2
Payl oadTagLength = 32
For war dPayl oadLengt h = 2574
User For war dPayl oadLength = 2000
Next NodeHopLength = 65
SPRPKeyMat eri al Length = 64
NI KEName = "x25519"
KEMNanme = ""

3082

e PacketL ength
The length of a Sphinx packet in bytes.
Type: int
Required: Yes

* NrHops
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The number of hops a Sphinx packet takes through the mixnet. Because packet headers hold desti-
nation information for each hop, the size of the header increases linearly with the number of hops.

Type: int

Required: Yes

Header L ength

Thetotal length of the Sphinx packet header in bytes.
Type: int

Required: Yes

RoutinglnfoL ength

Thetotal length of the routing information portion of the Sphinx packet header.
Type: int

Required: Yes

PerHopRoutinglnfoL ength

The length of the per-hop routing information in the Sphinx packet header.
Type: int

Required: Yes

SURBLength

Thelength of asingle-use reply block (SURB).
Type: int

Required: Yes

SphinxPlaintextHeader L ength

The length of the plaintext Sphinx packet header.
Type: int

Required: Yes

PayloadTagL ength

The length of the payload tag.

Type: int

Required: Yes

Forwar dPayloadL ength

Thetotal size of the payload.

Type: int

Required: Yes
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» UserForwar dPayloadL ength
The size of the usable payload.
Type: int
Required: Yes

» NextNodeHopL ength

The Next NodeHopLengt h isderived from the largest routing-information block that we expect
to encounter. Other packets have Next NodeHop + NodeDel ay sections, or aReci pi ent sec-
tion, both of which are shorter.

Type: int
Required: Yes
* SPRPKeyMaterialL ength
The length of the strong pseudo-random permutation (SPRP) key.
Type: int
Required: Yes
* NIKEName
The name of the non-interactive key exchange (NIKE) scheme used by Sphinx packets.
NI KEName and KEMNane are mutually exclusive.
Type: string
Required: Yes
« KEMName
The name of the key encapsulation mechanism (KEM) used by Sphinx packets.
NI KENane and KEMNane are mutually exclusive.
Type: string

Required: Yes

Mix node: Debug section

The Debug section is the Katzenpost server debug configuration for advanced tuning.

[ Debug]

NunSphi nxWr kers = 16
Nunter vi ceWbrkers = 3
NuntGat ewayWor kers = 3
NunKaet zchenWrkers = 3

Schedul er Ext er nal MenoryQueue = fal se
Schedul er QueueSi ze = 0

Schedul er MaxBurst = 16

Unwr apDel ay = 250

Gat ewayDel a 500

y =
Servi ceDel ay = 500
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750
150

Kaet zchenDel ay
Schedul er Sl ack
SendSl ack = 50
DecoySl ack = 15000
Connect Ti meout = 60000
HandshakeTi meout = 30000
Reaut hl nterval = 30000
SendDecoyTraffic = fal se
Di sabl eRateLimt = fal se
CenerateOnly = fal se

NumSphinxWorkers

Specifies the number of worker instances to use for inbound Sphinx packet processing.
Type: int

Required: No

NumProviderWorkers

Specifies the number of worker instances to use for provider specific packet processing.
Type: int

Required: No

NumK aetzchenWorkers

Specifies the number of worker instances to use for Kaetzchen-specific packet processing.
Type: int

Required: No

Scheduler Exter nalM emoryQueue

If true, the experimental disk-backed external memory queueis enabled.

Type: bool

Required: No

Scheduler QueueSize

Specifies the maximum scheduler queue size before random entries will start getting dropped. A
value less than or equal to zero istreated as unlimited.

Type: int

Required: No

Scheduler M axBur st

Specifies the maximum number of packets that will be dispatched per scheduler wakeup event.
Type:

Required: No

UnwrapDelay

Specifies the maximum unwrap delay due to queueing in milliseconds.
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Type: int

Required: No

GatewayDelay

Specifies the maximum gateway node worker delay due to queueing in milliseconds.
Type: int

Required: No

ServiceDelay

Specifies the maximum provider delay due to queueing in milliseconds.

Type: int

Required: No

K aetzchenDelay

Specifies the maximum kaetzchen delay due to queueing in milliseconds.

Type: int

Required: No

Scheduler Slack

Specifies the maximum scheduler slack due to queueing and/or processing in milliseconds.
Type: int

Required: No

SendSlack

Specifies the maximum send-queue slack due to queueing and/or congestion in milliseconds.
Type: int

Required: No

DecoySlack

Specifies the maximum decoy sweep slack due to external delays such as latency before a loop
decoy packet will be considered lost.

Type: int

Required: No

Connect Timeout

Specifiesthe maximum time aconnection can take to establish aTCP/IP connection in milliseconds.
Type: int

Required: No

HandshakeTimeout
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Specifies the maximum time a connection can take for alink-protocol handshake in milliseconds.
Type: int
Required: No
* Reauthinterval
Specifies the interval at which a connection will be reauthenticated in milliseconds.
Type: int
Required: No
» SendDecoyTr affic

If true, decoy traffic is enabled. This parameter is experimental and untuned, and is disabled by
default.

= Note
This option will be removed once decoy traffic is fully implemented.
Type: bool
Required: No
» DisableRatel imit
If true, the per-client rate limiter is disabled.
= Note
This option should only be used for testing.
Type: bool
Required: No
» GenerateOnly
If true, the server immediately halts and cleans up after long-term key generation.
Type: bool

Required: No
Configuring gateway nodes
The following configuration is drawn from the reference implementation in kat zenpost / dock-
er/ dirauth_m xnet/ gat ewayl/ kat zenpost . t om . In a real-world mixnet, the compo-
nent hostswould not be sharing asingle | P address. For moreinformation about thetest mixnet, see Us-

ing the Katzenpost Docker test network [https://katzenpost.network/docs/admin_guide/docker.htmi].

Table 4. Gateway node configuration sections

Gateway node: Server section

Gateway node: Logging section

Gateway node: Gateway section
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Gateway node: PKI section

Gateway node: Management section

Gateway node: SphinxGeometry section

Gateway node: Debug section

Gateway node: Server section

The Ser ver section configures mandatory basic parameters for each server node.

[ Server]

Identifier = "gatewayl"
WreKEM = "xw ng"
PKI Si gnat ur eSchenme = "Ed25519"
Addresses = ["127.0.0. 1: 30004"]
Onl yAdverti seAl t Addresses = fal se
MetricsAddress = "127.0.0. 1: 30005"
Databir = "/dirauth_m xnet/gat ewayl"
| sGat ewayNode = true
| sServi ceNode = false
[ Server. Al t Addr esses]

TCP = ["l ocal host: 30004"]

e |dentifier

Specifies the human-readable identifier for a node, and must be unique per mixnet. The identifier
can be an FQDN but does not have to be.

Type: string
Required: Yes
WireKEM

WireKEM specifies the key encapsulation mechanism (KEM) scheme for the PQ Noise [https://
eprint.iacr.org/2022/539]-based wire protocol (link layer) that nodes use to communicate with each
other. PQ Noise is a post-quantum variation of the Noise protocol framework [https://noiseproto-
col.org/], which algebraically transforms ECDH handshake patterns into KEM encapsul ate/decap-
sulate operations.

This configuration option supports the optional use of hybrid post-quantum cryptography to
strengthen security. The following KEM schemes are supported:

+ Classical: "x25519", "x448"
= Note

X25519 and X448 are actually non-interactive key-exchanges (NIKEs), not KEMs. Katzen-
post uses a hashed ElGamal cryptographic construction to convert them from NIKES to

KEMs.
e Post-quantum:  "mlkem768","sntrup4591761",  "frodo640shake’,  "mceliece348864",
"mceliece348864f", "mceliece460896", "mcelieced60896f", "mceliece6688128",
"mceliece6688128f",  "mceliece6960119",  "mceliece6960119f",  "mceliece8192128",

"mceliece8192128f", "CTIDH511", "CTIDH512", "CTIDH1024", "CTIDH2048",

» Hybrid post-quantum: "xwing", "Kyber768-X25519", "MLKEM768-X25519", "MLKEM 768-
X448",  "FrodoKEM-640-SHAKE-X448",  "sntrup4591761-X448",  "mceliece348864-
X25519", "mceliece348864f-X25519", "mcelieced60896-X25519",  "mcelieced60896f-
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X25519", "mceliece6688128-X25519", "mceliece6688128f-X25519", "mceliece6960119-
X25519", "mceliece6960119f-X25519", "mceliece8192128-X25519", "mceliece8192128f-
X25519", "CTIDH512-X25519", "CTIDH512-X 25519"

Type: string

Required: Yes

PK1SignatureScheme

Specifiesthe cryptographic signature schemethat will be used by all components of the mix network

when interacting with the PK| system. Mix nodes sign their descriptors using this signature scheme,

and dirauth nodes similarly sign PKI documents using the same scheme.

The following signature schemes are supported:

» Classical: "ed25519", "ed448"

e Hybrid post-quantum: "Ed25519 Sphincs+", "Ed448-Sphincst+", "Ed25519-Dilithium2",
"Ed448-Dilithium3"

Type: string

Required: Yes

Addresses

Specifies a list of one or more address URLs in a format that contains the transport protocol, 1P
address, and port number that the server will bind to for incoming connections. Katzenpost sup-
ports URL s with that start with either "tcp://" or "quic://" such as: ["tcp://192.168.1.1:30001"] and
["quic://192.168.1.1:40001"].

Type: []string

Required: Yes

BindAddresses

If true, allows setting of listener addresses that the server will bind to and accept connections on.
These addresses are not advertised in the PKI.

Type: bool

Required: No

MetricsAddress

Specifies the address/port to bind the Prometheus metrics endpoint to.

Type: string

Required: No

DataDir

Specifies the absolute path to anode's state directory. Thisiswhere persistence.db iswritten to disk
anq where anode stores its cryptographic key materials when started with the"-g" commmand-line
option.

Type: string

Required: Yes
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» |sGatewayNode
If true, the server is a gateway node.
Type: bool
Required: No

* IsServiceNode
If true, the server is a service node.
Type: bool

Required: No

Gateway node: Logging section

The Loggi ng configuration section controls logging behavior across Katzenpost.

[ Loggi ng]
Di sable = fal se
File = "katzenpost.| og"
Level = "I NFO'

» Disable

If true, logging is disabled.
Type: bool
Required: No
» File
Specifiesthe log file. If omitted, st dout isused.

An absolute or relative file path can be specified. A relative path isrelative to the DataDir specified
in the Ser ver section of the configuration.

Type: string
Required: No
* Leve
Supported logging level values are ERROR | WARNING | NOTICE |INFO | DEBUG.
Type: string
Required: No
©® Warning

The DEBUG log level is unsafe for production use.

Gateway node: Gateway section

The Gat eway section of the configuration is required for configuring a Gateway node. The section
must contain User DB and Spool DB definitions. Bolt [https://github.com/boltdb/bolt] is an embed-
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ded database library for the Go programming language that K atzenpost has used in the past for its user
and spool databases. Because Katzenpost currently persistsdataon Service nodesinstead of Gateways,
these databases will probably be deprecated in favour of in-memory concurrency structures. In the
meantime, it remains necessary to configure a Gateway node as shown below, only changing the file
paths as needed:

[ Gat eway]
[ Gat eway. User DB]
Backend = "bolt"
[ Gat eway. User DB. Bol t ]
UserDB = "/dirauth_m xnet/gatewayl/ users. db"
[ Gat eway. Spool DB]
Backend = "bolt"
[ Gat eway. Spool DB. Bol t]
Spool DB = "/ di raut h_m xnet/ gat ewayl/ spool . db"

Gateway node: PKI section

The PKI section contains the directory authority configuration for a mix, gateway, or service node.

[ PKI ]
[ PKI . dirauth]

[[PKI.dirauth. Authorities]]

Identifier = "authl"

I dentityPublicKey = """----- BEG N ED25519 PUBLI C KEY---- -
t qN6t pOVot HWKKCs zVn2k S7vAZj QovJj QF3Qz/ Qahyg=
----- END ED25519 PUBLI C KEY---- -

PKI Si gnat ur eSchenme = "Ed25519"

Li nkPubl i ckey = """----- BEG N XW NG PUBLI C KEY- - - - -
JnJ8zt QEl j AkKJcpuzvJAdkW Bi n1 5Gbd8yoos EQHeGleeBgNPdnRAi t Ubpi QPcd
t NCo9DxuC9l eqnsf wOYpV6AL O0sal nA6nHDYcuBf ZcQL5MU4+t 2TzpBZQY! r SED
hPCKr AG+8GEU 6akseG371WQz Et PpEWNCICIQ S/ VDFZT7eKr | dl uniN6gf i B84sR

ar Fh/ WKwYJUj +a@BsFYSqGdzC6MiY4x/ YyFe2zeOMIE] ThQE91y1ld/ LCQBSh7Ri +
u6PBi 3JU2qz| PEej DKwKOt 5t MNEAk8i Nr pRTdD hSOgR+ZI NBZ9QKh7Xf 94FWE2
H+r 8Caql nthgHabr WRDy Lg==
----- END XW NG PUBLI C KEY- - - - -

W r eKEMSchene = "xwi ng"

Addresses = ["127.0.0.1: 30001"]

[[PKI.dirauth. Authorities]]

Identifier = "auth2"

I dentityPublicKey = """----- BEG N ED25519 PUBLI C KEY---- -
C61Ty2W.u4C1ETMA29s03bMXV72gnj Jf Tf wLV++LVBI =
----- END ED25519 PUBLI C KEY---- -

PKI Si gnat ur eSchenme = "Ed25519"

Li nkPubl i ckey = """----- BEG N XW NG PUBLI C KEY- - - - -
Tt Qkg2XKUnY602FFBaPJ+zpNOTwy 20cwyy Fxh7FNUj aXA9MAJ XsO0vUwFbJc6Bj Yv
f +ol Knl | KFSnmDvcF74U6wW1LFOChugwTNKNx e YKPKhX4Fi enc UoRwkHoYHdt ZdSct z
TKy08qKQy CAccqCRpdo6Zt YXPAU+2rt hj YTOL7Zn+7SHUKCuJd cPnvEY] VcJxt Z

ubJ1 e5U4nMIbBKQgr 7Kg6ni aEki LODa0t kpB8t KMYTMBdc Yy HSXCz po7U9shBLAR
Hkt i TBDt RXvi u2vbw7VRXhkMARKj YZDt ReQ6sAse04DvnD49zgTplYx YW FaL 3
37X7/ SNuLdHX4PHZXI WHBQ==
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W r eKEMSchene = "xwi ng"
Addresses = ["127.0.0. 1: 30002"]

[[PKI.dirauth. Authorities]]

Identifier = "auth3"

I dentityPublicKey = """----- BEG N ED25519 PUBLI C KEY---- -
zQuydRYJqg3npelLcglNgl f +SswEKESWFM WNs| 9Z1whQ=
----- END ED25519 PUBLI C KEY- - ---

PKI Si gnat ur eSchenme = "Ed25519"

Li nkPubl i ckey = """
----- BEG N XW NG PUBLI C KEY- - - - -
OYKIFi C53xwZ1VST3j DOt R+c UMSVRSekm gZMChSj DCPZbKut 8Thbl xt | Uf ¢/ yi
Ugor z4NI v YPMALE 3QPWS2UWY8/ HMAKNGPUI Aevgl2+oV+) QlXaJeCf Y24UekJInSw
TNcdGaFZFSROFoc FcPBBnr K1IM2B8w8e EUKQ s XRDMVBx/ 8aRI ubi f +ve8r SwpgKeh

OdVD3yw7 00S8uPZLORGQFy JbHt VITFPWwj ad@ 02gnt AoHUZ2Li JJakpVhhl Syr |
yuzvwwFt ZVE W Nb5gAKZCy gO0aduR3ggd7MPer RF+YopZk30CRpCO2Yxf UZr Hv398
FZW FKORSi U52CEUX VpXTA==

----- END XW NG PUBLI C KEY- - - - -

W r eKEMSchene = "xwi ng"
Addresses = ["127.0.0. 1: 30003"]

e |dentifier

Specifies the human-readabl e identifier for anode, which must be unique per mixnet. Theidentifier
can be an FQDN but does not have to be.

Type: string
Required: Yes
 ldentityPublicK ey

String containing the node's public identity key in PEM format. | dent i t yPubl i cKey is the
node's permanent identifier and is used to verify cryptographic signatures produced by its private
identity key.

Type: string
Required: Yes
» PKISignatureScheme

Specifiesthe cryptographic signature schemethat will be used by all components of the mix network
when interacting with the PK| system. Mix nodes sign their descriptors using this signature scheme,
and dirauth nodes similarly sign PK1 documents using the same scheme.

Type: string
Required: Yes
e LinkPublicKey

String containing the peer's public link-layer key in PEM format. Li nkPubl i cKey must match
the specified W r eKEMSchene.

Type: string
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Required: Yes
* WireKEM Scheme
The name of the wire protocol key-encapsulation mechanism (KEM) to use.
Type: string
Required: Yes
* Addresses

Specifies a list of one or more address URLs in a format that contains the transport protocol,
IP address, and port number that the server will bind to for incoming connections. Katzenpost
supports URL s that start with either "tcp://* or "quic://" such as: ["tcp://192.168.1.1:30001"] and
["quic://192.168.1.1:40001"].

Type: []string
Required: Yes

Gateway node: Management section

The Managenent section specifies connectivity information for the Katzenpost control protocol
which can be used to make run-time configuration changes. A configuration resembles the following:

[ Managenent |
Enabl e = fal se
Path = "/dirauth_m xnet/m x1/ managenment _sock"

* Enable
If true, the management interface is enabled.
Type: bool
Required: No

» Path

Specifies the path to the management interface socket. If left empty, then managenent _sock is
located in the configuration's defined Dat aDi r >.

Type: string
Required: No

Gateway node: SphinxGeometry section

The Sphi nxGeonet ry section defines parameters for the Sphinx encrypted nested-packet format
used internally by Katzenpost.

@ Warning

Thevauesinthe Sphi nxGeonet ry configuration section must be programmatically generated
by gensphinx. Many of the parameters are interdependent and cannot be individually modified.
Do not modify the these values by hand.

The settings in this section are generated by the gensphinx utility, which computes the Sphinx geom-
etry based on the following user-supplied directives:
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e The number of mix node layers (not counting gateway and service nodes)
» Thelength of the application-usable packet payload
» The selected NIKE or KEM scheme

The output in TOML should then be pasted unchanged into the node's configuration file, as shown
below. For more information, see Appendix: Using gensphinx [https://katzenpost.network/docs/ad-
min_guide/gensphinx.html].

[ Sphi nxGeonet ry]
Packet Lengt h = 3082
NrHops = 5
Header Length = 476
Routi ngl nfoLength = 410
Per HopRout i ngl nfoLength = 82
SURBLength = 572
Sphi nxPl ai nt ext Header Length = 2
Payl oadTagLength = 32
For war dPayl oadLengt h = 2574
User For war dPayl oadLength = 2000
Next NodeHopLength = 65
SPRPKeyMat eri al Length = 64
NI KEName = "x25519"
KEMNanme = ""

» PacketlL ength
The length of a Sphinx packet in bytes.
Type: int
Required: Yes

* NrHops

The number of hops a Sphinx packet takes through the mixnet. Because packet headers hold desti-
nation information for each hop, the size of the header increases linearly with the number of hops.

Type: int
Required: Yes
e HeaderLength
The total length of the Sphinx packet header in bytes.
Type: int
Required: Yes
» RoutinglnfolL ength
The total length of the routing information portion of the Sphinx packet header.
Type: int
Required: Yes
» PerHopRoutingl nfoL ength

The length of the per-hop routing information in the Sphinx packet header.
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Type: int

Required: Yes

SURBL ength

The length of a single-use reply block (SURB).
Type: int

Required: Yes
SphinxPlaintextHeader L ength
The length of the plaintext Sphinx packet header.
Type: int

Required: Yes

PayloadTagL ength

The length of the payload tag.
Type: int

Required: Yes

Forwar dPayloadL ength

The total size of the payload.
Type: int

Required: Yes

User Forwar dPayloadL ength
The size of the usable payload.
Type: int

Required: Yes

NextNodeHopL ength

The Next NodeHopLengt h isderived from the largest routing-information block that we expect
to encounter. Other packets have Next NodeHop + NodeDel ay sections, or aReci pi ent sec-
tion, both of which are shorter.

Type: int

Required: Yes

SPRPKeyMaterialL ength

The length of the strong pseudo-random permutation (SPRP) key.
Type: int

Required: Yes

NIKEName
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The name of the non-interactive key exchange (NIKE) scheme used by Sphinx packets.
NI KEName and KEMNane are mutually exclusive.
Type: string
Required: Yes
« KEMName
The name of the key encapsulation mechanism (KEM) used by Sphinx packets.
NI KEName and KEMNane are mutually exclusive.
Type: string

Required: Yes

Gateway node: Debug section

The Debug section is the Katzenpost server debug configuration for advanced tuning.

[ Debug]
NunSphi nxWr kers = 16
NunSer vi ceWbr kers = 3
=3

NuntGat ewayWor ker s
NunKaet zchenWrkers = 3

Schedul er Ext er nal MenoryQueue = fal se
Schedul er QueueSi ze = 0

Schedul er MaxBurst = 16

Unwr apDel ay = 250

Gat ewayDel ay = 500

Servi ceDel ay = 500

Kaet zchenDel ay = 750

Schedul er Sl ack = 150

SendSl ack = 50

DecoySl ack = 15000

Connect Ti neout = 60000

HandshakeTi neout = 30000

Reaut hl nterval = 30000
SendDecoyTraffic = fal se

Di sabl eRateLinit = fal se
CGenerateOnly = fal se

e NumSphinxWorkers
Specifies the number of worker instances to use for inbound Sphinx packet processing.
Type: int
Required: No

* NumProviderWorkers
Specifies the number of worker instances to use for provider specific packet processing.
Type: int

Required: No
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NumK aetzchenWorkers

Specifies the number of worker instances to use for Kaetzchen-specific packet processing.
Type: int

Required: No

Scheduler Exter nalM emoryQueue

If true, the experimental disk-backed external memory queueis enabled.

Type: bool

Required: No

Scheduler QueueSize

Specifies the maximum scheduler queue size before random entries will start getting dropped. A
value less than or equal to zero is treated as unlimited.

Type: int

Required: No

Scheduler M axBur st

Specifies the maximum number of packets that will be dispatched per scheduler wakeup event.
Type:

Required: No

UnwrapDelay

Specifies the maximum unwrap delay due to queueing in milliseconds.
Type: int

Required: No

GatewayDelay

Specifies the maximum gateway node worker delay due to queueing in milliseconds.
Type: int

Required: No

ServiceDelay

Specifies the maximum provider delay due to queueing in milliseconds.
Type: int

Required: No

KaetzchenDelay

Specifies the maximum kaetzchen delay due to queueing in milliseconds.
Type: int

Required: No
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Scheduler Slack

Specifies the maximum scheduler slack due to queueing and/or processing in milliseconds.
Type: int

Required: No

SendSlack

Specifies the maximum send-queue slack due to queueing and/or congestion in milliseconds.
Type: int

Required: No

DecoySlack

Specifies the maximum decoy sweep slack due to external delays such as latency before a loop
decoy packet will be considered lost.

Type: int

Required: No

ConnectTimeout

Specifiesthe maximum time aconnection can take to establish aTCP/IP connection in milliseconds.
Type: int

Required: No

HandshakeTimeout

Specifies the maximum time a connection can take for alink-protocol handshake in milliseconds.
Type: int

Required: No

Reauthlnterval

Specifies the interval at which a connection will be reauthenticated in milliseconds.

Type: int

Required: No

SendDecoyTraffic

If true, decoy traffic is enabled. This parameter is experimental and untuned, and is disabled by
default.

Note

[

This option will be removed once decoy traffic is fully implemented.
Type: bool
Required: No

DisableRatel imit

40



Components and configura-
tion of the Katzenpost mixnet

If true, the per-client rate limiter is disabled.
= Note
This option should only be used for testing.
Type: bool
Required: No
* GenerateOnly
If true, the server immediately halts and cleans up after long-term key generation.
Type: bool
Required: No

Configuring service nodes

The following configuration is drawn from the reference implementation in kat zenpost / dock-
er/dirauth_m xnet/servi cenodel/ aut hority.tom .Inarea-world mixnet, the com-
ponent hosts would not be sharing a single IP address. For more information about the test mixnet,
see Using the Katzenpost Docker test network [https://katzenpost.network/docs/admin_guide/dock-
er.html].

Table 5. Mix node configuration sections

Service node: Server section

Service node: Logging section
Service node: ServiceNode section

Service node: PKI section

Service node: Management section

Service node: SphinxGeometry section
Service node: Debug section

Service node: Server section

The Ser ver section configures mandatory basic parameters for each server node.

[ Server]
Identifier = "servi cenodel”
WreKEM = "xw ng"
PKI Si gnat ur eSchenme = "Ed25519"
Addresses = ["127.0.0. 1: 30006"]
Onl yAdverti seAl t Addresses = fal se
Metri csAddress = "127.0.0. 1: 30007"
DataDir = "/dirauth_m xnet/servi cenodel"
| sGat ewayNode = fal se
| sServi ceNode = true
[ Server. Al t Addr esses]

o |dentifier

Specifies the human-readable identifier for a node, and must be unique per mixnet. The identifier
can be an FQDN but does not have to be.

41


https://katzenpost.network/docs/admin_guide/docker.html
https://katzenpost.network/docs/admin_guide/docker.html
https://katzenpost.network/docs/admin_guide/docker.html

Components and configura-
tion of the Katzenpost mixnet

Type: string
Required: Yes
WireKEM

WireKEM specifies the key encapsulation mechanism (KEM) scheme for the PQ Noise [https.//
eprint.iacr.org/2022/539]-based wire protocol (link layer) that nodes use to communi cate with each
other. PQ Noise is a post-quantum variation of the Noise protocol framework [https://noiseproto-
col.org/], which algebraically transforms ECDH handshake patterns into KEM encapsul ate/decap-
sulate operations.

This configuration option supports the optional use of hybrid post-quantum cryptography to
strengthen security. The following KEM schemes are supported:

¢ Classical: "x25519", "x448"

X25519 and X448 are actually non-interactive key-exchanges (NIKEs), not KEMs. Katzen-
post uses a hashed ElGamal cryptographic construction to convert them from NIKES to
KEMs.

e Post-quantum:  "mlkem768","sntrup4591761",  "frodo640shake',  "mceliece348864",
"mceliece348864f", "mceliece460896", "mceliece460896f", "mceliece6688128",
"mceliece6688128f", "mceliece6960119", "mceliece6960119f", "mceliece8192128",
"mceliece8192128f", "CTIDH511", "CTIDH512", "CTIDH1024", "CTIDH2048",

e Hybrid post-quantum: "xwing", "Kyber768-X25519", "MLKEM768-X25519", "MLKEM 768-
X448",  "FrodoKEM-640-SHAKE-X448",  "sntrup4591761-X448", "mceliece348864-
X25519",  "mceliece348864f-X25519", "mcelieced60896-X25519",  "mcelieced60896f -
X25519", "mceliece6688128-X25519", "mceliece6688128f-X25519", "mceliece6960119-
X25519", "mceliece6960119f-X25519", "mceliece8192128-X25519", "mceliece8192128f-
X25519", "CTIDH512-X25519", "CTIDH512-X25519"

Type: string

Required: Yes

PK1SignatureScheme

Specifiesthe cryptographic signature schemethat will be used by all components of the mix network

when interacting with the PKI system. Mix nodes sign their descriptors using this signature scheme,

and dirauth nodes similarly sign PK1 documents using the same scheme.

The following signature schemes are supported:

* Classical: "ed25519", "ed448"

e Hybrid post-quantum: "Ed25519 Sphincst+", "Ed448-Sphincst+", "Ed25519-Dilithium2",
"Ed448-Dilithium3"

Type: string
Required: Yes
Addresses

Specifies a list of one or more address URLSs in a format that contains the transport protocol, 1P
address, and port number that the server will bind to for incoming connections. Katzenpost sup-
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ports URL s with that start with either "tcp://" or "quic://" such as: ["tcp://192.168.1.1:30001"] and
["quic://192.168.1.1:40001"].

Type: []string
Required: Yes
* BindAddresses

If true, allows setting of listener addresses that the server will bind to and accept connections on.
These addresses are not advertised in the PKI.

Type: bool
Required: No
* MetricsAddress
Specifies the address/port to bind the Prometheus metrics endpoint to.
Type: string
Required: No
» DataDir

Specifies the absolute path to anode's state directory. Thisiswhere persistence.db iswritten to disk
and where anode storesits cryptographic key materials when started with the "-g" commmand-line
option.

Type: string
Required: Yes
» |sGatewayNode
If true, the server is a gateway node.
Type: bool
Required: No
* IsServiceNode
If true, the server is a service node.
Type: bool
Required: No

Service node: Logging section

The Loggi ng configuration section controls logging behavior across Katzenpost.

[ Loggi ng]
Di sable = fal se
File = "katzenpost.| og"
Level = "INFO'

» Disable

If true, logging is disabled.
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Type: bool
Required: No
+ File
Specifiesthe log file. If omitted, st dout isused.

An absolute or relative file path can be specified. A relative path isrelative to the DataDir specified
in the Ser ver section of the configuration.

Type: string
Required: No
* Leve
Supported logging level values are ERROR | WARNING | NOTICE |INFO | DEBUG.
Type: string
Required: No
©® Warning
The DEBUG log level is unsafe for production use.

Service node: ServiceNode section

The Ser vi ceNode section contains configurations for each network service that Katzenpost sup-
ports.

Services, termed Kaetzchen [https://github.com/katzenpost/katzenpost/blob/main/docs/Specifica-
tong/pdf/kaetzchen.pdf], can be divided into built-in and external services. External services are pro-
vided through the CBORPIugin [ https://pkg.go.dev/github.com/katzenpost/katzenpost @v0.0.35/serv-
er/chorplugin#ResponseFactory], a Go programming language implementation of the Concise Bina-
ry Object Representation (CBOR) [https://datatracker.ietf.org/doc/html/rfc8949], abinary data serial-
ization format. While native services need simply to be activated, external services are invoked by a
separate command and connected to the mixnet over aUnix socket. The plugin allows mixnet services
to be added in any programming language.

[ Servi ceNode]

[[ Servi ceNode. Kaet zchen] ]
Capability = "echo"
Endpoi nt = "+echo"

Di sabl e = fal se

[[ Servi ceNode. CBORPI ugi nKaet zchen] ]

Capability = "spool"

Endpoi nt = "+spool "

Command = "/diraut h_ni xnet/ nmenspool . al pi ne"

MaxConcurrency = 1

Di sabl e = fal se

[ Servi ceNode. CBORPI ugi nKaet zchen. Confi g]
data_store = "/dirauth_m xnet/servi cenodel/ nenspool . st or age"
log dir = "/dirauth_m xnet/servicenodel"

[[ Servi ceNode. CBORPI ugi nKaet zchen] ]
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Capability = "pi geonhol e"

Endpoi nt = "+pi geonhol e"

Command = "/di raut h_m xnet/ pi geonhol e. al pi ne"

MaxConcurrency = 1

Di sabl e = fal se

[ Servi ceNode. CBORPI ugi nKaet zchen. Confi g]
db = "/dirauth_m xnet/servi cenodel/ map. st or age”
log dir = "/dirauth_m xnet/servi cenodel"

[[ Servi ceNode. CBORPI ugi nKaet zchen] ]
Capability = "panda"
Endpoi nt = "+panda”
Command = "/diraut h_m xnet/ panda_server. al pi ne"
MaxConcurrency = 1
Di sabl e = fal se
[ Servi ceNode. CBORPI ugi nKaet zchen. Confi g]

fileStore = "/dirauth_m xnet/servi cenodel/ panda. st or age”
log dir = "/dirauth_m xnet/servi cenodel"
log_level = "INFO'

[[ Servi ceNode. CBORPI ugi nKaet zchen] ]
Capability = "http"
Endpoint = "+http"
Command = "/diraut h_m xnet/proxy_server. al pi ne"
MaxConcurrency = 1
Di sabl e = fal se
[ Servi ceNode. CBORPI ugi nKaet zchen. Confi g]

host = "l ocal host: 4242"
log dir = "/dirauth_m xnet/servi cenodel"
| og_l evel = "DEBUG

Common parameters:

* Capability
Specifies the protocol capability exposed by the agent.
Type: string
Required: Yes

* Endpoint

Specifiesthe provider-side Endpoint where the agent will accept requests. While not required by the
specification, this server only supports Endpointsthat arelower-caselocal parts of an email address.

Type: string
Required: Yes
» Command
Specifies the full path to the external plugin program that implements this Kaet zchen service.
Type: string
Required: Yes
* MaxConcurrency

Specifies the number of worker goroutines to start for this service.
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Type: int
Required: Yes

» Config
Specifies extra per-agent arguments to be passed to the agent's initialization routine.
Type: map[string]interface{}
Required: Yes

» Disable
If true, disables a configured agent.
Type: bool
Required: No

Per-service parameters:

+ echo

Theinternal echo service must be enabled on every service node of a production mixnet for decoy
traffic to work properly.

* spool

The spool service supports the cat shadow storage protocol, which is required by the Katzen
chat client. The example configuration above shows spool enabled with the setting:

Di sable = fal se

= Note
Spool , properly menmspool , should not be confused with the spool database on gateway
nodes.

e data store

Specifies the full path to the service database file.
Type: string
Required: Yes
 log_dir

Specifies the path to the node's log directory.
Type: string
Required: Yes

* pigeonhole

The pi geonhol e courier service supports the Blinding-and-Capability scheme (BACAP)-based
unlinkable messaging protocols detailed in Place-holder for research paper link. Most of our
future protocols will use the pi geonhol e courier service.

« db
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Specifies the full path to the service database file.
Type: string
Required: Yes

 log_dir
Specifies the path to the node's log directory.
Type: string
Required: Yes

* panda

The panda storage and authentication service currently does not work properly.

* fileStore
Specifies the full path to the service database file.
Type: string
Required: Yes

 log_dir
Specifies the path to the node's log directory.
Type: string
Required: Yes

¢ log_level
Supported values are ERROR | WARNING | NOTICE |INFO | DEBUG.
©® Warning

The DEBUG log level is unsafe for production use.
Type: string
Required: Yes
Required: Yes
* http

Theht t p serviceis completely optional, but allows the mixnet to be used asan HTTP proxy. This
may be useful for integrating with existing software systems.

* host
The host name and TCP port of the service.
Type: string
Required: Yes

* log_dir
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Specifies the path to the node's log directory.
Type: string
Required: Yes
 log_level
Supported values are ERROR | WARNING | NOTICE |INFO | DEBUG.
Type: string
Required: Yes
Required: Yes
©® Warning
The DEBUG log level is unsafe for production use.
Type: string

Required: Yes

Service node: PKI section

The PKI section contains the directory authority configuration for a mix, gateway, or service node.

[ PKI ]
[ PKI . dirauth]

[[PKI.dirauth. Authorities]]

Identifier = "authl"

I dentityPublicKey = """----- BEG N ED25519 PUBLI C KEY---- -
t N6t pOVot HWKKCszVn2k S7vAZ] QovJj QF3Qz/ Qahyg=
----- END ED25519 PUBLI C KEY- - ---

PKI Si gnat ur eSchenme = "Ed25519"

Li nkPubl i ckey = """----- BEG N XW NG PUBLI C KEY- - - - -
JnJ8zt QEl j AkKIcpuzvIAdkW Bi n1 5G5d8yoosEQHeGleeBgNPdnRAi t Ubpi QPcd
t NCo9DxuC9l eqnsf wOYpV6AL OCsal nA6QnNHDYcuBf ZcQL5MJ4+t 2TzpBZQYI r SED
hPCKr AG+8GEU 6akseG371Wxz Et PpEWNCICIQO S/ VDFZT7eKr | dl umiN6gf i B84sR

ar Fh/ WKwYJ U +aGBsFYSqCGdzCoMIY4x/ YyFe2zeOMIEj ThQE91yld/ LCQBSh7Ri +
u6PBi 3JU2qz| PEej DKwKOt 5t MNEAkg8i Nr pRTdD hSOgR+ZI N8Z9QKh7Xf 94FWE2
H+r 8Cagl nthgHabr WRDy Lg==
----- END XW NG PUBLI C KEY- - - - -

W r eKEMSchene = "xwi ng"

Addresses = ["127.0.0. 1: 30001"]

[[PKI.dirauth. Authorities]]
Identifier = "auth2"
IdentityPublicKey = """----- BEG N ED25519 PUBLI C KEY---- -
C61Ty2W.u4C1ETMa29s03bMXV72gnj Jf Tf wLV++LVBI =
----- END ED25519 PUBLI C KEY- - ---

PKI Si gnat ur eScheme = "Ed25519"
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Li nkPubl i cKey = """----- BEG N XW NG PUBLI C KEY- - - - -

Tt Qkg2XKUnY602FFBaPJ+zpNOTwy 20cwyy Fxh7FNUj aXA9MAIXsOvUAFbJc6Bj Yv
f +ol Knl | KFSmDvcF74UswlFOChbugwTNKNxe YKPKhX4Fi encUbRwk HoYHdt ZdSct z
TKy08gKQy CAccqCRpdo6Zt YXPAU+2r t hj YTOL7Zn+7SHUKCUJC cPnvEY]j VeJxt Z

ubJ1 e5U4nMIbBK Ogr 7Kg6ni aEki LODaOt kpB8t KMYTMBAC Yy HSXCzpo7U9sb6LAR
Hkt i TBDt RXvi u2vbw7VRXhkMARKj YZDt ReQ6sAse04DvnD49zgTplYx YWHWFaL 3
37X7/ SNULdHX4PHZXI WHBQ==

W r eKEMSchene = "xwi ng"
Addresses = ["127.0.0. 1: 30002"]

[[PKI.dirauth. Authorities]]
Identifier = "auth3"
I dentityPublicKey = """----- BEG N ED25519 PUBLI C KEY---- -
zQuydRYJqg3npeLcglNgl f +SswEKESWFM WNs| 9Z1whQ=

PKI Si gnat ur eSchenme = "Ed25519"

Li nkPubl i ckey = """
----- BEG N XW NG PUBLI C KEY- - - - -
OYKIFi C53xwZ1VST3j DOt R+c UMSVRSekm gZMCchSj DCPZbKut 8Thbl xt | Uf ¢/ yi
Ugor z4NI v YPMALE 3QPWS2UWY8/ HMAKNGPUI Aevgl2+oV+) QlXaJeCf Y24UekJInSw
TNcdGaFZFSROFoc FcPBBnr K1IM2B8w8e EUKQ s XRDMVBx/ 8aRI ubi f +ve8r SwpgKeh

QdVD3yw7 00S8uPZLORGQFY JbHt VmFPWw a4 G o2gnt AoHUZ2Li JJakpVhhl Syr |
yuzvwwit ZVE W Nb5gAKZCygOaduR3qgd7MPer RF+YopZk30OCRpCO2Yxf UZr Hv398
FZW FKORS8i U52CEUX VpXTA==
----- END XW NG PUBLI C KEY- - - - -

W r eKEMSchene = "xwi ng"

Addresses = ["127.0.0. 1: 30003"]

* |dentifier

Specifies the human-readable identifier for anode, which must be unique per mixnet. Theidentifier

can be an FQDN but does not have to be.
Type: string
Required: Yes

 |dentityPublicKey

String containing the node's public identity key in PEM format. | dent i t yPubl i cKey isthe
node's permanent identifier and is used to verify cryptographic signatures produced by its private

identity key.
Type: string
Required: Yes

» PKISignatureScheme

Specifiesthe cryptographic signature schemethat will be used by all components of the mix network
when interacting with the PK1 system. Mix nodes sign their descriptors using this signature scheme,

and dirauth nodes similarly sign PK1 documents using the same scheme.

Type: string
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Required: Yes
* LinkPublicKey

String containing the peer's public link-layer key in PEM format. Li nkPubl i cKey must match
the specified W r eKEMScherre.

Type: string
Required: Yes
* WireKEM Scheme
The name of the wire protocol key-encapsulation mechanism (KEM) to use.
Type: string
Required: Yes
* Addresses

Specifies a list of one or more address URLs in a format that contains the transport protocoal,
IP address, and port number that the server will bind to for incoming connections. Katzenpost
supports URL s that start with either "tcp://* or "quic://" such as: ["tcp://192.168.1.1:30001"] and
["quic://192.168.1.1:40001"].

Type: []string

Required: Yes
Service node: Management section
The Managenent section specifies connectivity information for the Katzenpost control protocol
which can be used to make run-time configuration changes. A configuration resembles the following:

[ Managenent |
Enabl e = fal se
Path = "/dirauth_m xnet/ni x1/ managenent _sock"

* Enable
If true, the management interface is enabled.
Type: bool
Required: No

» Path

Specifies the path to the management interface socket. If left empty, then managenent _sock is
located in the configuration's defined Dat aDi r >.

Type: string
Required: No

Service node: SphinxGeometry section

The Sphi nxGeonet r y section defines parameters for the Sphinx encrypted nested-packet format
used internally by Katzenpost.
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©® Warning

Thevaluesinthe Sphi nxGeonet r y configuration section must be programmeatically generated
by gensphinx. Many of the parameters are interdependent and cannot be individually modified.
Do not modify the these values by hand.

The settings in this section are generated by the gensphinx utility, which computes the Sphinx geom-
etry based on the following user-supplied directives:

» The number of mix node layers (not counting gateway and service nodes)
» Thelength of the application-usable packet payload
» The selected NIKE or KEM scheme

The output in TOML should then be pasted unchanged into the node's configuration file, as shown
below. For more information, see Appendix: Using gensphinx [https://katzenpost.network/docs/ad-
min_guide/gensphinx.html].

[ Sphi nxGeonet ry]
Packet Lengt h = 3082
NrHops = 5
Header Length = 476
Routi ngl nfoLength = 410
Per HopRout i ngl nfoLength = 82
SURBLength = 572
Sphi nxPl ai nt ext Header Length = 2
Payl oadTagLength = 32
For war dPayl oadLengt h = 2574
User For war dPayl oadLengt h = 2000
Next NodeHopLength = 65
SPRPKeyMat eri al Length = 64
NI KEName = "x25519"
KEMNanme = ""

e PacketL ength
The length of a Sphinx packet in bytes.
Type: int
Required: Yes

* NrHops

The number of hops a Sphinx packet takes through the mixnet. Because packet headers hold desti-
nation information for each hop, the size of the header increases linearly with the number of hops.

Type: int
Required: Yes
e HeaderLength
Thetotal length of the Sphinx packet header in bytes.
Type: int
Required: Yes

» RoutinglnfolL ength
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Thetotal length of the routing information portion of the Sphinx packet header.
Type: int

Required: Yes

PerHopRoutingl nfoL ength

The length of the per-hop routing information in the Sphinx packet header.
Type: int

Required: Yes

SURBL ength

The length of asingle-use reply block (SURB).
Type: int

Required: Yes

SphinxPlaintextHeader L ength

The length of the plaintext Sphinx packet header.
Type: int

Required: Yes

PayloadTagL ength

The length of the payload tag.

Type: int

Required: Yes

Forwar dPayloadL ength

Thetotal size of the payload.

Type: int

Required: Yes

User Forwar dPayloadL ength

The size of the usable payload.

Type: int

Required: Yes

NextNodeHopL ength

The Next NodeHopLengt h isderived from the largest routing-information block that we expect
to encounter. Other packets have Next NodeHop + NodeDel ay sections, or aReci pi ent sec-
tion, both of which are shorter.

Type: int
Required: Yes
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* SPRPKeyMaterialLength
The length of the strong pseudo-random permutation (SPRP) key.
Type: int
Required: Yes
* NIKEName
The name of the non-interactive key exchange (NIKE) scheme used by Sphinx packets.
NI KENane and KEMNane are mutually exclusive.
Type: string
Required: Yes
« KEMName
The name of the key encapsulation mechanism (KEM) used by Sphinx packets.
NI KENane and KEMNane are mutually exclusive.
Type: string

Required: Yes

Service node: Debug section

The Debug section is the Katzenpost server debug configuration for advanced tuning.

[ Debug]
NunSphi nxWorkers = 1
NunBer vi ceWbr ker s
NunGat ewayWor ker s
NunKaet zchenWor ker s 3
Schedul er Ext er nal MenoryQueue = fal se
Schedul er QueueSi ze = 0
Schedul er MaxBur st = 16
Unwr apDel ay = 250
Gat ewayDel ay = 500
Servi ceDel ay = 500
Kaet zchenDel ay = 750
Schedul er Sl ack = 150
SendSl ack = 50
DecoySl ack = 15000
Connect Ti neout = 60000
HandshakeTi neout = 30000
Reaut hl nt erval = 30000
SendDecoyTraffic = fal se
Di sabl eRateLinit = fal se
GenerateOnly = fal se

6
3
3

* NumSphinxWorkers
Specifies the number of worker instances to use for inbound Sphinx packet processing.

Type: int
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Required: No

NumProviderWorkers

Specifies the number of worker instancesto use for provider specific packet processing.
Type: int

Required: No

NumK aetzchenWorkers

Specifies the number of worker instances to use for Kaetzchen-specific packet processing.
Type: int

Required: No

Scheduler Exter nalM emoryQueue

If true, the experimental disk-backed external memory queueis enabled.

Type: bool

Required: No

Scheduler QueueSize

Specifies the maximum scheduler queue size before random entries will start getting dropped. A
value less than or equal to zero is treated as unlimited.

Type: int

Required: No

Scheduler M axBur st

Specifies the maximum number of packets that will be dispatched per scheduler wakeup event.
Type:

Required: No

UnwrapDelay

Specifies the maximum unwrap delay due to queueing in milliseconds.

Type: int

Required: No

GatewayDelay

Specifies the maximum gateway node worker delay due to queueing in milliseconds.
Type: int

Required: No

ServiceDelay

Specifies the maximum provider delay due to queueing in milliseconds.
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Type: int

Required: No

K aetzchenDelay

Specifies the maximum kaetzchen delay due to queueing in milliseconds.

Type: int

Required: No

Scheduler Slack

Specifies the maximum scheduler slack due to queueing and/or processing in milliseconds.
Type: int

Required: No

SendSlack

Specifies the maximum send-queue slack due to queueing and/or congestion in milliseconds.
Type: int

Required: No

DecoySlack

Specifies the maximum decoy sweep slack due to external delays such as latency before a loop
decoy packet will be considered lost.

Type: int

Required: No

ConnectTimeout

Specifiesthe maximum time aconnection can take to establish aTCP/IP connection in milliseconds.
Type: int

Required: No

HandshakeTimeout

Specifies the maximum time a connection can take for alink-protocol handshake in milliseconds.
Type: int

Required: No

Reauthlnterval

Specifies the interval at which a connection will be reauthenticated in milliseconds.

Type: int

Required: No

SendDecoyTraffic
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If true, decoy traffic is enabled. This parameter is experimental and untuned, and is disabled by
default.

= Note
This option will be removed once decoy traffic is fully implemented.
Type: bool
Required: No
DisableRatelL imit
If true, the per-client rate limiter is disabled.
= Note
This option should only be used for testing.
Type: bool
Required: No
GenerateOnly
If true, the server immediately halts and cleans up after long-term key generation.
Type: bool

Required: No
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Katzenpost provides a ready-to-deploy Docker image for developers who need a non-production test
environment for developing and testing client applications and server side plugins. By running this
image on a single computer, you avoid the need to build and manage a complex multi-node mix net.
Theimage can aso be run using Podman [https://podman.io/]

The test mix network includes the following components:
» Threedirectory authority (PKI [https.//katzenpost.network/docs/specs/pki/]) hodes

* Six mix [https://katzenpost.network/docs/specs/mixnet/] nodes, including one node serving also as
both gateway and service provider

e A ping utility, run-ping

Requirements

Before running the Katzenpost docker image, make sure that the following software isinstalled.
» A Debian GNU Linux [https://debian.org] or Ubuntu [https://ubuntu.com] system

* Git [https://git-scm.com/]

» Go [https.//go.dev/]

» GNU Make [https://www.gnu.org/software/make/]

» Prometheus [https://prometheus.io/docs/introduction/overview/]

» Docker [https://www.docker.com], Docker Compose [ https://docs.docker.com/compose/], and (op-
tionally) Podman [https.//podman.io]

= Note

If both Docker and Podman are present on your system, Katzenpost uses Podman. Podman is
adrop-in daemonless equivalent to Docker that does not require superuser privilegesto run.

On Debian, these software requirements can be installed with the following commands (running as
superuser). Apt will pull in the needed dependencies.

# apt update
# apt install git gol ang nmake docker docker-conmpose podman

Preparing to run the container image

Complete the following procedure to obtain, build, and deploy the Katzenpost test network.

1. Install theKatzenpost coderepository, hostedatht t ps: // gi t hub. com kat zenpost . The
main K atzenpost repository contains code for the server components aswell asthe docker image.
Clone the repository with the following command (your directory location may vary):

~$ git clone https://github.conl kat zenpost/kat zenpost. git
2. Navigatetothe new kat zenpost subdirectory and ensure that the code is up to date.

~$ cd kat zenpost
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~/ kat zenpost$ git checkout nmain
~/ kat zenpost$ git pull

3. (Optional) Create a development branch and check it out.
~/ kat zenpost $ git checkout -b devel
4. (Optional) If you are using Podman, complete the following steps:
1. Point the DOCKER_HOST environment variable at the Podman process.
$ export DOCKER HOST=uni x:///var/run/user/$(id -u)/podman/ podman. sock
2. Set up and start the Podman server (as superuser).

$ podman system service -t 0 $DOCKER HOST &
$ systenct|l --user enable --now podman. socket

Operating the test mixnet

Navigateto kat zenpost / docker . The Makef i | e contains target operations to create, manage,
and test the self-contained Katzenpost container network. To invoke atarget, run acommand with the
using the following pattern:

~/ kat zenpost / docker $ nake target

Running make with no target specified returns alist of available targets.

Table 1. Table 1: Makefiletargets

[none] Display thislist of targets.

start Run the test network in the background.

stop Stop the test network.

wait Wait for the test network to have consensus.

watch Display livelog entries until Ctrl-C.

status Show test network consensus status.

show-latest-vote Show latest consensus vote.

run-ping Send a ping over the test network.

clean-bin Stop all components and delete binaries.

clean-local Stop all components, delete binaries, and delete
data.

clean-local-dryrun Show what clean-local would delete.

clean Same as clean-local, but also deletes go_deps
image.

Starting and monitoring the mixnet

Thefirst time that you run make start, the Docker image is downloaded, built, installed, and started.
Thistakes several minutes. When the build is complete, the command exitswhile the network remains
running in the background.

~/ kat zenpost / docker $ nmake start

Subsequent runs of make start either start or restart the network without building the components
from scratch. The exception to thisis when you delete any of the Katzenpost binaries (dirauth.al pine,
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server.alpineg, etc.). In that case, make start rebuilds just the parts of the network dependent on the
deleted binary. For more information about the files created during the Docker build, see the section
called “Network topology and components’.

= Note
When running make start , be aware of the following considerations:

* If youintend to use Docker, you need to run make as superuser. If you areusing sudo to elevate
your privileges, you need to edit kat zenpost / docker/ Makefi | e to prepend sudo to
each command contained in it.

* If you have Podman installed on your system and you nonetheless want to run Docker, you
can override the default behavior by adding the argument docker =docker to the command as
in the following:

~/ kat zenpost / docker $ nmake run docker =docker

After themakestart command exits, the mixnet runsin the background, and you can run makewatch
to display alive log of the network activity.

~/ kat zenpost / docker $ make wat ch
<out put >
Wheninstallation is complete, the mix serversvote and reach aconsensus. Y ou can usethe wait target

to wait for the mixnet to get consensus and be ready to use. This can also take several minutes:

~/ kat zenpost / docker $ nake wait
<out put >

Y ou can confirm that installation and configuration are compl ete by issuing the status command from
the same or another terminal. When the network is ready for use, status begins returning consensus
information similar to the following:

~/ kat zenpost / docker $ nmake st atus

00: 15: 15. 003 NOTI state: Consensus nade for epoch 1851128 with 3/3 signatur

Testing the mixnet

At this point, you should have a locally running mix network. You can test whether it is working
correctly by using run-ping, which launches a packet into the network and watches for a successful
reply. Run the following command:

~/ kat zenpost / docker $ nmake run- ping
If the network is functioning properly, the resulting output contains lines similar to the following:

19: 29:53.541 I NFO gatewayl client: sending | oop decoy
119:29:54.108 | NFO gatewayl client: sending | oop decoy
19: 29:54. 632 | NFO gatewayl client: sending | oop decoy
19: 29: 55. 160 | NFO gatewayl client: sending | oop decoy
119:29:56. 071 | NFO gatewayl client: sending | oop decoy
119:29:59.173 I NFO gatewayl client: sending | oop decoy
I Success rate i s 100. 000000 percent 10/10)
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If run-ping failsto receive areply, it eventually times out with an error message. If this happens, try
the command again.

Note

[

If you attempt use run-ping too quickly after starting the mixnet, and consensus has not been
reached, the utility may crash with an error message or hang indefinitely. If this happens, issue (if
necessary) a Ctrl-C key sequence to abort, check the consensus status with the status command,
and then retry run-ping.

Shutting down the mixnet

The mix network continues to run in the terminal where you started it until you issue a Ctrl-C key
seguence, or until you issue the following command in another terminal:

~/ kat zenpost / docker $ make stop

When you stop the network, the binaries and data are |eft in place. Thisalows for a quick restart.

Uninstalling and cleaning up

Several command targets can be used to uninstall the Docker image and restore your system to aclean
state. The following examples demonstrate the commands and their output.

 clean-bin
To stop the network and del ete the compiled binaries, run the following command:

~/ kat zenpost / docker$ make cl ean-bin

[ -e voting mxnet ] &% cd voting nixnet &% DOCKER HOST=uni x:///run/user/

St oppi ng voting_mi xnet_auth3_1 ... done
St oppi ng voti ng_mni xnet_servicenodel_1 ... done
St oppi ng voting_m xnet_netrics_1 ... done
St oppi ng voting_mni xnet_m x3_1 ... done
St oppi ng voting_mi xnet_auth2_1 ... done
St oppi ng voting_mni xnet_m x2_1 ... done
St oppi ng voti ng_mni xnet_gatewayl_1 ... done
St oppi ng voting_mi xnet_authl 1 ... done
St oppi ng voting_mi xnet_mx1_1 ... done
Renovi ng voting_m xnet_aut h3_1 ... done
Renovi ng voting_m xnet_servi cenodel_1 ... done
Renovi ng voting_m xnet_netrics_1 ... done
Renovi ng voting_m xnet_m x3_1 ... done
Renovi ng voting_m xnet_auth2_1 ... done
Renovi ng voting_m xnet_m x2_1 ... done
Renovi ng voting_m xnet_gatewayl_1 ... done
Renovi ng voting_m xnet_authl_1 ... done
Renovi ng voting_m xnet_m x1_1 ... done
renoved ' runni ng. st anp'

rm-vf ./voting_m xnet/*.al pi ne

removed './voting_m xnet/echo_server. al pi ne'

renoved './voting_m xnet/fetch. al pi ne'

removed './voting_m xnet/ menspool . al pi ne'

removed './voting_m xnet/ panda_server. al pi ne'

removed './voting_m xnet/ pi geonhol e. al pi ne'

removed './voting_m xnet/ pi ng. al pi ne'

removed './voting_m xnet/reuni on_kat zenpost _server. al pi ne’'
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renoved './voting_m xnet/server. al pi ne'
renoved './voting_m xnet/voting. al pi ne'

This command leavesin place the cryptographic keys, the state data, and the logs.
 clean-local-dryrun

Todiplay apreview of what clean-local would remove, without actually deleting anything, run the
following command:

~/ kat zenpost / docker $ make cl ean-1ocal -dryrun
* clean-local
To delete both compiled binaries and data, run the following command:

~/ kat zenpost/ docker $ make cl ean-1 ocal

[ -e voting mixnet ] & cd voting nixnet &% DOCKER HOST=uni x:///run/user/

Renovi ng voting_m xnet_mi x2_1 ... done
Renovi ng voting_m xnet_authl_1 ... done
Renovi ng voting_m xnet_auth2_1 ... done
Renovi ng voting_m xnet_gatewayl_1 ... done
Renovi ng voting_m xnet_m x1_1 ... done
Renovi ng voting_m xnet_aut h3_1 ... done
Renovi ng voting_m xnet_m x3_1 ... done
Renovi ng voting_m xnet_servi cenodel_1 ... done
Renovi ng voting_m xnet_netrics_1 ... done
renoved 'runni ng. st anp'

rm-vf ./voting_m xnet/*.al pi ne

removed './voting_m xnet/echo_server. al pi ne'

renoved './voting_m xnet/fetch. al pi ne'

removed './voting_m xnet/ menspool . al pi ne'

renoved './voting_m xnet/panda_server. al pi ne'

removed './voting_m xnet/ pi geonhol e. al pi ne'

removed './voting_m xnet/reuni on_kat zenpost _server. al pi ne'
renoved './voting_m xnet/server. al pi ne'

removed './voting_m xnet/voting. al pi ne'

git clean -f -x voting_m xnet

Renovi ng voting_m xnet/

git status .

On branch main

Your branch is up to date with '"origin/min'.

» clean

To stop the the network and del ete the binaries, the data, and the go_deps image, run the following
command as superuser:

~/ kat zenpost / docker $ sudo make cl ean

Network topology and components

The Docker image deploys a working mixnet with all components and component groups needed to
perform essential mixnet functions:

» message mixing (including packet reordering, timing randomization, injection of decoy traffic, ob-
fuscation of senders and receivers, and so on)

* service provisioning
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« internal authentication and integrity monitoring
« interfacing with external clients
©® Warning

While suited for client development and testing, the test mixnet omits performance and security
redundancies. Do not useit in production.

The following diagram illustrates the components and their network interactions. The gray blocks
represent nodes, and the arrows represent information transfer.

Figure 1. Test network topology

Mixes fetch
CONSENsus

Layer3 Layer 2 Layer 1
mix node mix node mix node

node

Mixes submit
descriptors

On the left, the Client transmits a message (shown by purple arrows) through the Gateway node,
across three mix node layers, to the Service node. The Service node processes the request and re-
sponds with areply (shown by the green arrows) that traverses the mix node layers before exiting the
mixnet viathe Gateway node and arriving at the Client.

On the right, directory authorities Dirauth 1, Dirauth 2, and Dirauth 3 provide PKI services. The
directory authorities receive mix descriptors from the other nodes, collate these into a consensus
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document containing validated network status and authentication materials , and make that available
to the other nodes.

The elementsin the topol ogy diagram map to the mixnet's component nodes as shown in thefollowing
table. Notethat all nodes sharethe same P address (127.0.0.1, i.e., localhost), but are accessed through
different ports. Each node type links to additional information in Components and configuration of
the Katzenpost mixnet [https.//katzenpost.network/docs/admin_guide/components.htmi].

Table 2. Table 2: Test mixnet hosts

Nodetype Docker ID Diagram label | P address TCP port

Directory authori-|authl Dirauthl 127.0.0.1 (local-|30001

ty [https//katzen- g o Dirauth 2 host) 30002
post.network/docs/ -
admin_guide/in- auth3 Dirauth 3 30003

tro-dirauth.html]

Gateway node|gateway 1l Gateway node 30004
[https://
katzenpost.net-
work/docs/
admin_guide/in-
tro-gateway.html]

Service node| servicenodel Service node 30006
[https://
katzenpost.net-
work/docs/
admin_guide/in-
tro-service.html]

Mix node [https://|mix1 Layer 1 mix node 30008
katzenpost.net-
work/docs/

admin_guide/in- | Mix3 Layer 3 mix node 30012

tro-mix.htmi]

mix2 Layer 2 mix node 30010

The Docker file tree

The following tree [https://manpages.debian.org/bookworm/tree/tree.1.en.html] output shows the lo-
cation, relative to the kat zenpost repository root, of the files created by the Docker build. During
testing and use, you would normally touch only the TOML configuration file associated with each
node, as highlighted in the listing. For help in understanding these files and a complete list of config-
uration options, follow the linksin Table 2: Test mixnet hosts.

kat zenpost/ docker/voting_m xnet/
---authl
| ---authority.tonl
| ---identity. private.pem
| ---identity. public.pem
| - --kat zenpost .| og
| ---1ink.private.pem
| ---1ink.public.pem
| - - - persistence. db
---aut h2
| ---authority.tonl
| ---identity. private.pem
| ---identity. public.pem
| - - -kat zenpost . | og
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| ---1ink.private. pem
| ---1ink.public.pem
| - --persistence. db
---auth3
| ---authority.tom
| ---identity. private. pem
| ---identity. public.pem
| - - - kat zenpost . | og
| ---1ink.private. pem
| ---1ink.public.pem
| - - - persistence. db

---client
|---client.ton
---client2

|---client.ton
---dirauth. al pi ne
- --docker - conpose. yn
---echo_server. al pi ne
---fetch. al pi ne
---gatewayl

| ---identity.private. pem

| ---identity. public.pem

| - - - kat zenpost . | og

| - --kat zenpost . t om

| ---1ink.private. pem

| ---11ink.public.pem

| - - - managenent _sock
|

---spool . db

| ---users.db
- --nmenspool . al pi ne
---mxl

| ---identity.private. pem
---identity. public.pem
- --kat zenpost . | og
- --kat zenpost . t om
---link.private. pem
| ---11ink.public.pem
---mx2
| ---identity.private. pem
| ---identity. public.pem
| - - - kat zenpost . | og
| - --kat zenpost . t om
|

---link.private. pem

---link. public.pem
---mx3

| ---identity. private. pem

| ---identity. public.pem

| - - - kat zenpost . | og

| - --kat zenpost . t om

| ---1ink.private. pem

| ---11ink.public.pem
---panda_server. al pi ne
- - - pi geonhol e. al pi ne
---ping. al pi ne
- --pronet heus. yn
---proxy_client.al pi ne
---proxy_server. al pi ne
---runni ng. stanp
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| ---server. al pi ne

| ---servicenodel

| | ---identity.private. pem
| | ---identity. public.pem

| | - - - kat zenpost . | og

| | - --kat zenpost . t om

| | ---1ink.private. pem

| | ---1ink.public.pem

| | - - - managenent _sock

| | - --map. st or age

| | ---menmspool . 13. | og

| | - --menmspool . st or age

| | - - - panda. 25. | og

| | - - - panda. st or age

| | - - - pi geonHol e. 19. 1 og

| | ---proxy.31.1o0g

| ---voting_m xnet

Examples of complete TOML configuration files are provided in Appendix: Configuration files from
the Docker test mixnet [https://katzenpost.network/docs/admin_guide/docker-config.html].
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Todo
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Todo

Katzenpost servers can be used from behind network address tranglation (NAT) devices. This applies
to mix nodes, gateway nodes, service nodes, and directory authority nodes (dirauths). Port forwarding
and other network configuration details depend on how you are hosting your servers and the type of
router you use.

Some hosting scenarios, such as the use of an AWS EC2 instance, require no manual port forwarding.
A Katzenpost node running on an EC2 instance with default network settingslistens onitsinternal 1P
address yet can receive connections from publicly routed | P addresses. For home and small business
routers, default policy is to block inbound connections from public addresses. In this scenario, you
need to configure port forwarding to the appropriate internal 1P address and port.

Table 1. Lan hosting options

Mix node Gateway node Service node Dirauth

Transparent  port
forwarding (EC2,
etc.)

Selective forward-
ing (home and
small business
routers)

Tor

Using Tor

Dirauth is a cooperative crash fault tolerant voting system composed of multiple dirauth nodes. How-
ever, each of these dirauth nodes must have knowledge of the other dirauth node's network connection
information and public cryptographic key material. It's often convenient enough for dirauth operators
to use a private git repo to coordinate changes to the dirauth configurations and public key materials.
Therefore, dirauth operators wishing to operate anode behind aNAT device can configure their node
to listen on a RFC1918 address such as 192.168.1.22 and yet tell the other dirauth node operators that
their publicly routable address is some other | P address or perhaps a Tor Onion address.

Dirauths and gateways can be hosted as Tor onion services. (Mix and service nodes cannot be hosted
in this manner because they communicate only inside the mix network.)

Any mix node type can operate behind a NAT device by using the Bi ndAddr esses parameter.
When Bi ndAddr esses is set, a node listens at one address while advertising a different address
as configured by the Addr esses parameter, which specifies the address that the node shares with
other nodes through the PK1 document.

If you are configuring a Gateway node to listen on a Tor onion service, then you must make sure that
the BindAddresses match the listening address and port in your "torrc" file:
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Hi ddenServiceDir /var/lib/tor/ my _website/
H ddenServi cePort 1234 127.0.0.1:1234

We refer you to the Tor onion setup docs for more information: https.//community.torprojec-
t.org/onion-services/setup/

The corresponding Gateway config Server section might look like this:

[ Server]

Identifier = "gnunet"

PKI Si gnat ur eSchenme = "Ed25519 Sphi ncs+"

W reKEM = " KYBER768- X25519"

Addresses = [ "onion://your-oni on-address. oni on: 1234"]
Bi ndAddresses = [ "tcp://127.0.0.1:1234",]

DatabDir = "/var/lib/pg-katzenpost-ni xserver"

| sGat ewayNode = true

| sServi ceNode fal se

DIAGRAM: ROUTER, IPs, etc.

mix node, device NAT device/router; Nat dev has an Internet route. Internall, mix node binds to an
internal addrexs (show configuration). This is the same for Tor, but with Onion addess rahter that a
static IP (see Tor and link)

NATPMP STUN TURN- these are Nat PENETRATION PROTOCLDS... NOT SUPPORTED

Two diagrams...Onion and |Pv4/IPv6
This confguration only allows for the Gateway nodes (which are also mix nodes).

We need ato show an excerpt from atorrc to show where the onion listening port is confuigred.

Using Bi ndAddr esses with Addr esses

Inaconventional NAT configuration, arouter sits between two IP networks, one with public, globally
unique addresses and the other (the LAN) with reusable local addresses. A host with a public address
can connect to a host with alocal address because the router is configured with a mapping between
the two networks. The router rewrites the destination and source headers of the packets that traverse
it in both directions, creating the illusion of an unmediated end-to-end connection. The public host
sends packs to a public address
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As an aid to adminstrators implementing a Katzenpost mixnet, this appendix provides lightly edited
examples of configuration files for each Katzenpost node type. These files are drawn from a built
instance of the Docker test mixnet. These code listings are meant to be used as a reference alongside
the detailed configuration documentation in Components and configuration of the Katzenpost mixnet
[https://katzenpost.network/docs/admin_guide/components.html]. Y ou cannot use these listings as a
drop-in solution in your own mixnets for reasons explained in the Network topology and components
[https://katzenpost.network/docs/admin_guide/topology.html] section of the Docker test mixnet doc-
umentation.

Directory authority

Source: . . / kat zenpost / docker/voting_m xnet/authl/authority.tom

[ Server]
Identifier = "authl"
W r eKEMSchene = "xwi ng"
PKI Si gnat ur eSchene = "Ed448-Dilithi unB"
Addresses = ["tcp://127.0.0.1:30001"]
DatabDir = "/voting_m xnet/aut hl"

[[Authorities]]
Identifier = "authl"

I dentityPublicKey = "----- BEG N ED448- DI LI THI UMB PUBLI C KEY- - - - - \ nf vevAf Upeu7

PKI Si gnat ur eSchene = "Ed448-Dilithi unB"

Li nkPubl i cKey = "----- BEG N XW NG PUBLI C KEY- - - - - \ nsxxS04nf t oOEmwj XE/ w [ . . . ]

W r eKEMSchene = "xwi ng"
Addresses = ["tcp://127.0.0.1:30001"]

[[Authorities]]
Identifier = "auth2"

IdentityPublicKey = "----- BEG N ED448- DI LI THI UMB PUBLI C KEY- - - - - \ n5nsy6uFQL78

PKI Si gnat ur eSchene = "Ed448-Di lithi unB"

Li nkPubl i cKey = "----- BEG N XW NG PUBLI C KEY- - - - - \ nkQzCJvasej g06szLlea [...]

W r eKEMSchene = "xwi ng"
Addresses = ["tcp://127.0.0.1:30002"]

[[Authorities]]
Identifier = "auth3"

IdentityPublicKey = "----- BEG N ED448- DI LI THI UMB PUBLI C KEY- - - - - \ nJzkFpS035de

PKI Si gnat ur eSchene = "Ed448-Di lithi unB"

Li nkPubl i cKey = "----- BEG N XW NG PUBLI C KEY- - - - - \ n+pl UsgEGMHa8k4GZeb [ . . . ]

W r eKEMSchene = "xwi ng"
Addresses = ["tcp://127.0.0.1:30003"]

[ Loggi ng]
Di sable = fal se
File = "katzenpost.| og"
Level = "I NFCO'

[ Par anet er s]
SendRat ePerM nute = 0
Mu = 0. 005
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MuMaxDel ay = 1000
LanmbdaP = 0.001
LambdaPMaxDel ay = 1000
LambdaL = 0. 0005
LambdalLMaxDel ay = 1000
LambdaD = 0. 0005
LanbdaDvaxDel ay = 3000
LambdaM = 0. 0005
LanbdaG = 0.0

LanbdaMvaxDel ay = 100

LanbdaGvaxDel ay = 100
[ Debug]

Layers = 3

M nNodesPer Layer = 1
CenerateOnly = fal se

[[M xes]]
ldentifier = "m x1"
I dentit yPubl i cKeyPem

[[M xes]]
ldentifier = "m x2"
I dentit yPubl i cKeyPem

[[M xes]]
ldentifier = "m x3"
I dentit yPubl i cKeyPem

[ [ Gat ewayNodes] ]
Identifier = "gatewayl"

I dentityPublicKeyPem ="

[[ Servi ceNodes] ]
Identifier

[ Topol ogy]

[[ Topol ogy. Layers] ]

./mx1l/identity. public. pent

.Imx2/identity. public. pent

./ mx3/identity. public. pent

./ gatewayl/identity. public. pent

= "servi cenodel”

I dentityPublicKeyPem = "../servicenodel/identity. public. pent

[[ Topol ogy. Layers. Nodes] ]

Identifier = "m x1"

I dentityPublicKeyPem = "../m x1/identity. public.pent

[[ Topol ogy. Layers] ]

[[ Topol ogy. Layers. Nodes] ]
Identifier = "m x2"
I dentit yPubl i cKeyPem =

[[ Topol ogy. Layers] ]
[[ Topol ogy. Layers. Nodes] ]
Identifier = "m x3"

I dentit yPubl i cKeyPem =

[ Sphi nxGeonet ry]

"../mx2/identity. public. pent

"../mx3/identity. public. pent
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Packet Lengt h 3082

NrHops = 5

Header Length = 476

Rout i ngl nf oLength = 410

Per HopRout i ngl nf oLength = 82
SURBLength = 572

Sphi nxPl ai nt ext Header Length = 2
Payl oadTagLength = 32

For war dPayl oadLengt h = 2574
User For war dPayl oadLengt h = 2000
Next NodeHopLength = 65
SPRPKeyMat eri al Length = 64

NI KENanme = "x25519"

KEMName = ""
Mix node
Source: . . / kat zenpost / docker/voti ng_m xnet/ m x1/ kat zenpost .t om
[ Server]
Identifier = "m x1"

WreKEM = "xw ng"

PKI Si gnat ureSchene = "Ed448-Di lithi unB"

Addresses = ["tcp://127.0.0.1:30010", "quic://[::1]:30011"]
MetricsAddress = "127.0.0.1:30012"

DatabDir = "/voting_m xnet/m x1"

| sGat ewayNode = fal se

| sServi ceNode = fal se

[ Loggi ng]
Di sabl e = fal se
File = "katzenpost.| og"
Level = "INFQO'
[ PKI ]
[ PKI. Vot i ng]
[[PKI.Voting. Authorities]]
Identifier = "authl"
IdentityPublicKey = "----- BEG N ED448- DI LI TH UM3 PUBLI C KEY-- - - - \ nf vevAf U
PKI Si gnat ur eSchene = "Ed448-Di lithi unB"
Li nkPubl i ckey = "----- BEG N XW NG PUBLI C KEY- - - - - \ nsxxS04nft oEmy xE/w [ . .

W r eKEMSchene = "xwi ng"
Addresses = ["tcp://127.0.0.1:30001"]

[[PKI.Voting. Authorities]]

Identifier = "auth2"

IdentityPublicKey = "----- BEG N ED448- DI LI TH UM3 PUBLI C KEY-- - - - \ n5nsy6uF
PKI Si gnat ur eSchene = "Ed448-Di lithi unB"

Li nkPubl i ckey = "----- BEG N XW NG PUBLI C KEY- - - - - \ nk@CJlvaS6j g06szlLea [. ..

W r eKEMSchene = "xwi ng"
Addresses = ["tcp://127.0.0.1:30002"]

[[PKI.Voting. Authorities]]

Identifier = "auth3"

I dentityPublicKey = "----- BEG N ED448- DI LI TH UM3 PUBLI C KEY-- - - - \ nJzkFpSO
PKI Si gnat ureSchene = "Ed448-Di lithi unB"

Li nkPubl i ckey = "----- BEG N XW NG PUBLI C KEY- - - - - \ n+pl UsgEGMHa8k4GZch [. .
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W r eKEMSchene = "xwi ng"
Addresses = ["tcp://127.0.0.1:30003"]

[ Managenent |
Enabl e = fal se
Path = "/voting_m xnet/ m x1/ managenent _sock"

[ Sphi nxGeonet ry]
Packet Lengt h = 3082
NrHops = 5
Header Length = 476
Rout i ngl nf oLength = 410
Per HopRout i ngl nf oLength = 82
SURBLength = 572
Sphi nxPl ai nt ext Header Length = 2
Payl oadTagLength = 32
For war dPayl oadLengt h = 2574
User For war dPayl oadLengt h = 2000
Next NodeHopLength = 65
SPRPKeyMat eri al Length = 64
NI KENanme = "x25519"
KEMNanme = "

[ Debug]
NunSphi nxWrkers = 1
Nunter vi ceWbr ker s
Nuntzat eway\Wor ker s
NunKaet zchenWr ker s 3
Schedul er Ext er nal MenoryQueue = fal se
Schedul er QueueSi ze = 0
Schedul er MaxBurst = 16
Unwr apDel ay = 250
Gat ewayDel ay 500
Servi ceDel ay 500
Kaet zchenDel ay = 750
Schedul er Sl ack 150
SendSl ack = 50
DecoySl ack = 15000
Connect Ti neout = 60000
HandshakeTi meout = 30000
Reaut hl nt erval = 30000
SendDecoyTraffic = fal se
Di sabl eRateLinmt = fal se
CGenerateOnly = fal se

Gateway node

Source: . . / kat zenpost / docker/voti ng_m xnet/ gat ewayl/ kat zenpost . t om

6
3
3

[ Server]
Identifier = "gatewayl"
WreKEM = "xw ng"
PKI Si gnat ureSchene = "Ed448-Di lithi unB"
Addresses = ["tcp://127.0.0.1:30004", "quic://[::1]:30005", "onion://thisisju
Bi ndAddresses = ["tcp://127.0.0.1:30004", "quic://[::1]:30005"]
MetricsAddress = "127.0.0. 1: 30006"
DatabDir = "/voting_m xnet/ gat ewayl"
| sGat ewayNode = true
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| sServi ceNode = fal se

[ Loggi ng]
Di sabl e = fal se

File = "katzenpost.| og
Level = "INFO'
[ Gat eway]

[ Gat eway. User DB]
Backend = "bolt"
[ Gat eway. User DB. Bol t ]

[ Gat

UserDB = "/voting_m xnet/gat ewayl/ users. db"
eway. Spool DB]

Backend = "bolt"
[ Gat eway. Spool DB. Bol t]

[ PKI ]
[ PKI

[l

[l

Spool DB = "/voting_m xnet/ gat ewayl/ spool . db"

. Vot i ng]

PKI . Voti ng. Aut horities]]

Identifier = "authl"

IdentityPublicKey = "----- BEG N ED448- DI LI TH UM3 PUBLI C KEY--- - - \ nf vevAf U
PKI Si gnat ur eSchenme = "Ed448-Di |l it hi unB"

Li nkPubl i ckey = "----- BEG N XW NG PUBLI C KEY- - - - - \ nsxxS04nft oEmy xE/ w [ . .
W r eKEMSchene = "xwi ng"

Addresses = ["tcp://127.0.0.1:30001"]

PKI . Voti ng. Aut horities]]

Identifier = "auth2"

IdentityPublicKey = "----- BEG N ED448- DI LI TH UM3 PUBLI C KEY--- - - \ n5nsy6uF
PKI Si gnat ur eSchenme = "Ed448-Di |l it hi unB"

Li nkPubl i ckey = "----- BEG N XW NG PUBLI C KEY- - - - - \ nkQzCJlvaS6j g06szLea [. ..
W r eKEMSchene = "xwi ng"

Addresses = ["tcp://127.0.0.1:30002"]

[[PKI.Voting. Authorities]]

Identifier = "auth3"
I dentityPublicKey = "----- BEA N ED448- DI LI TH UMB PUBLI C KEY---- - \ nJzkFpSO

PKI Si gnat ur eSchenme = "Ed448-Di |l it hi unB"

Li nkPubl i ckey = "----- BEG N XW NG PUBLI C KEY- - - - - \ n+pl UsgEGMHa8k4GZch [. .
W r eKEMSchene = "xwi ng"

Addresses = ["tcp://127.0.0.1:30003"]

[ Managenent |
Enable = true
Path = "/voting_m xnet/gat ewayl/ managenent _sock"

[ Sphi nxGeonet ry]
Packet Lengt h = 3082
NrHops = 5
Header Length = 476
Rout i ngl nf oLength = 410
Per HopRout i ngl nf oLength = 82
SURBLength = 572
Sphi nxPl ai nt ext Header Length = 2
Payl oadTagLength = 32
For war dPayl oadLengt h = 2574
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User For war dPayl oadLengt h = 2000
Next NodeHopLength = 65
SPRPKeyMat eri al Length = 64

NI KEName = "x25519"

KEMNarme = ""

[ Debug]
NunSphi nxWrkers = 1
Nunter vi ceWbr ker s
Nuntzat ewayWor ker s
NunKaet zchenWr ker s 3
Schedul er Ext er nal MenoryQueue = fal se
Schedul er QueueSi ze = 0
Schedul er MaxBurst = 16
Unwr apDel ay = 250
Gat ewayDel ay 500
Servi ceDel ay = 500
Kaet zchenDel ay = 750
Schedul er Sl ack = 150
SendSl ack = 50
DecoySl ack = 15000
Connect Ti neout = 60000
HandshakeTi meout = 30000
Reaut hl nt erval = 30000
SendDecoyTraffic = fal se
Di sabl eRateLinmt = fal se
CenerateOnly = fal se

Service node

6
3
3

Source: ../ kat zenpost / docker/ voti ng_m xnet/ servi cenodel/ kat zen-
post .t om
[ Server]

Identifier = "servicenodel”

WreKEM = "xw ng"

PKI Si gnat ur eSchene = "Ed448-Di lithi unB"

Addresses = ["tcp://127.0.0.1:30007", "quic://[::1]:30008"]
MetricsAddress = "127.0.0. 1: 30009"

DatabDir = "/voting_m xnet/servi cenodel"

| sGat ewayNode = fal se

| sServi ceNode = true

[ Loggi ng]
Di sable = fal se
File = "katzenpost.| og"
Level = "I NFCO'

[ Servi ceNode]

[[ Servi ceNode. Kaet zchen] ]
Capability = "echo"
Endpoi nt = "+echo"

Di sabl e = fal se

[[ Servi ceNode. Kaet zchen] ]
Capability = "testdest"
Endpoi nt = "+t estdest”
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Di sabl e = fal se

[[ Servi ceNode. CBORPI ugi nKaet zchen] ]

Capability = "spool"

Endpoi nt = "+spool "

Command = "/voting_m xnet/ menspool . al pi ne"

MaxConcurrency = 1

Di sabl e = fal se

[ Servi ceNode. CBORPI ugi nKaet zchen. Confi g]
data_store = "/voting_m xnet/servi cenodel/ menspool . st or age"
log dir = "/voting_m xnet/servi cenodel”

[[ Servi ceNode. CBORPI ugi nKaet zchen] ]

Capability = "pi geonhol e"

Endpoi nt = "+pi geonhol e"

Command = "/voting_m xnet/ pi geonhol e. al pi ne"

MaxConcurrency = 1

Di sabl e = fal se

[ Servi ceNode. CBORPI ugi nKaet zchen. Confi g]
db = "/voting_m xnet/servi cenodel/ map. st or age"
log dir = "/voting_m xnet/servi cenodel”

[[ Servi ceNode. CBORPI ugi nKaet zchen] ]
Capability = "panda"
Endpoi nt = "+panda”
Command = "/voting_m xnet/panda_server. al pi ne"
MaxConcurrency = 1
Di sabl e = fal se
[ Servi ceNode. CBORPI ugi nKaet zchen. Confi g]

fileStore = "/voting_m xnet/servi cenodel/ panda. st or age"
log dir = "/voting_m xnet/servi cenodel”
log_level = "INFO'

[[ Servi ceNode. CBORPI ugi nKaet zchen] ]
Capability = "http"
Endpoint = "+http"
Command = "/voting_m xnet/proxy_server. al pi ne"
MaxConcurrency = 1
Di sabl e = fal se
[ Servi ceNode. CBORPI ugi nKaet zchen. Confi g]

host = "l ocal host: 4242"
log dir = "/voting_m xnet/servi cenodel”
| og_l evel = "DEBUG
[ PKI]
[ PKI . Vot i ng]

[[PKI.Voting. Authorities]]
Identifier = "authl"
IdentityPublicKey = "----- BEG N ED448- DI LI TH UM3 PUBLI C KEY--- - - \ nf vevAf U
PKI Si gnat ur eSchenme = "Ed448-Di |l it hi unB"
Li nkPubl i ckey = "----- BEG N XW NG PUBLI C KEY- - - - - \ nsxxS04nft oEmy xXE/ w [ ..

W r eKEMSchene = "xwi ng"
Addresses = ["tcp://127.0.0.1:30001"]

[[PKI.Voting. Authorities]]
Identifier = "auth2"
IdentityPublicKey = "----- BEG N ED448- DI LI TH UM3 PUBLI C KEY--- - - \ n5nsy6uF
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PKI Si gnat ur eSchene "Ed448-Di lithi un8"

Li nkPubl i ckey = "----- BEG N XW NG PUBLI C KEY- - - - - \ nkQzCJlvaS6j g06szLea [..
W r eKEMSchene "XwW ng"

Addresses = ["tcp://127.0.0.1:30002"]

[[PKI.Voting. Authorities]]
Identifier = "auth3"

IdentityPublicKey = "----- BEG N ED448- DI LI TH UM3 PUBLI C KEY--- - - \ nJzkFpSO:
PKI Si gnat ur eSchenme = "Ed448-Di |l it hi unB"
Li nkPubl i ckey = "----- BEG N XW NG PUBLI C KEY- - - - - \ n+pl UsgEGMHa8k4GzZch [ . .

W r eKEMSCchene "XwW ng"
Addresses = ["tcp://127.0.0.1:30003"]

[ Managenent |
Enabl e true
Path = "/voting_m xnet/servi cenodel/ managenent _sock"

[ Sphi nxCGeonet ry]
Packet Lengt h = 3082

Nr Hops 5

Header Lengt h
Rout i ngl nf oLengt h
Per HopRout i ngl nf o
SURBLengt h 572

Sphi nxPl ai nt ext Header Lengt h

Payl oadTagLengt h

For war dPayl oadLengt h

476

= 410
Length

82

2

32

2574

User For war dPayl oadLengt h = 2000

Next NodeHopLengt h
SPRPKeyMat eri al Le
NI KENare =
KEMNane

[ Debug]

NunSphi nxWr ker s

NurSer vi ceWbr ker s
Nuntzat eway\Wor ker s
NurKaet zchenWor ke
Schedul er Ext er na

Schedul er QueueSi z
Schedul er MaxBur st
Unwr apDel ay 250
Gat ewayDel ay
Servi ceDel ay =
Kaet zchenDel ay
Schedul er Sl ack
SendS| ack 50
DecoySl ack 1500
Connect Ti meout
HandshakeTi meout
Reaut hl nt erval
SendDecoyTraffic
Di sabl eRateLim t

65
ngt h

64

"x25519"

1

6
3
3

rs 4
Menmor yQueue
e 0

= 16

fal se

0

60000
30000
30000

= fal se
= fal se

CGenerateOnly = fal se
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Todo

CLI usage for directory authorities

Todo

CLI usage for servers

Todo
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ToDo
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